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LE’l"l‘El} OF TRANSMITTAL

Marcu 24, 1971,
Ilon. F. Epwanp I fperr,

Chairman, Committee on Armed Services
Iouse of Representatives, Washington, D.C.

Dean M. Cuamman: Attached is a report entitled “Review of
Department of Defense Worldwide Communications—Phase L
unanimously approved by the appointed membors of the Armed Sert-
ices Investignting Subcommittee conducting this roview. This report
is based on extopsive investipations and hearings which were held
during the past year and o half concerning the responsiveness of
Department of Defense communications in crisis situations and the
eflectiveness of that Department’s management of its communications
systems. E

You will note that there are delotions from the report. These aro
security deletions which have been made on the recommendation of
the Oflice of the Directorate of Security Review of the Dopartinent of
Defenso.

I shall appreciate your early approval of the report so that jt may
be printed.

Sinceroly,
Ronenr II. MorLouan,
Chairman, DOD Worldwide Communications Subcommiii-

Approved for printing:

Ir, l‘ldwurd I1ébert, Chairman

May 10, 1971

(III)



(1v)



CONTENTS

. Pago

Preface...._ v e cmmaeeen 1
Subcommittee inquiry______ 77T memmmmen e mm—m——es 2
Security clearance._____ ___ /e e e e e e e e 2
Findings snd conclusions. 777777 11T T 3
Recomamendntions___________"77TTT7T U 4
ommunications concerning U.S.S. Liberty, June 7-8, 1907 ____________ 6
JCS 072230Z June 1967 to CINCEUR ________ ___ - ""7°==- 6
JCS 080110Z June 1967 to CINCEUR ... 111777777707 mm-- 7
Preliminary telephone call________~777777177TTTTTno e 7

Formal MeSSAge.. o oo .. ___l___ """ 7
USCINCEUR 0806257 Jiine 1967 to CINCUSNAVEUR. .. .. 8
CINCUSNAVEUR 080455Z June 1967 to Commnndcr, 6th Fleet... 9
Commander, 6th Flcet 080917Z June 1967 to U.S.8. Liberty________ .10
Cominunications concerning U.8.8. Pueblo, January 23; 1908 .. ____. 11
Pinnacle 1—230352Z January 1008------------------._,---‘ ....... 11
Pinnacle 11—230415% January 1968______________TTTTTTTTmmmTe 12
Critic message bransmission. . ___________________TTTTTTTTmmmmooo 13
Court of inquiry conelusions. 7271771 TTTTITI T e 13
Consequences._._._________ __7T7ITTTT7TTITITICTmmmmmm oo 14
Communications concerning I1C-121, April 14, 1909____ "~ Nmmmmemmea 4
First spot report 1504452 Aprib 1969 ____________ " __TTMTTTTTeee 14
First followup to spot report 1505037 Aprib 1969___________ """ 14
Second followup to spaot report 1505207 April 1969__________"7°7°° 15
Critic 150544% Aprit196o_________________ T Ib
Department of Defense communicntions management structure. .. 17
Military department organization____________________ T 18
Defense Communieations Ageney_ . . ___________TTITTTmmmmee 18
Offlice of the Seeretary of Defense_________ 777777 20
Cost of communications—8$3 billion or $6 billlion?._____________ " 20
Weaknesses of divided management responsibility for DCS_________ 22
Weaknesses in DCA engincering sta¥___________ T 26
Procurement of Digital Subscriber Terminal Equipment____________ 26
Automatio Digital Switch procurement________________________ "~ 27
odem procurement__..__.________ TTTTTTTTTTTTImmmmmmmoomes 28
Procurement of secure voice access systemm.__ . ____________________ 29
AUTODIN switeh procurement________ 7 177 77""=====-==----- 29
System engineering facility ____________ I IIITITTTTTmmmes 29
In-station processing impedes speed of service._.__________TTTTTCC 31
Satellite Communications System—Victim of the decisioninaking )
PrOCesS . - o - 33
Development of communications specialists________________ """ : 34
Introduction of civilinn management into DCA_____________ " 3
Survivability of the DCS____~_________ [ TTTTTTTemememeees 37
Problems in seeure voice communieations. ... T 117TTTTTTToe 38
Program for CRITICOMM-AUTODIN integration_______________ 39
Summary observations. . _____________ T TTTTTTIII e 41



EXPLANATION OF TERMS

AUTODIN—Automatic Digital Network
AUTOSEVOCOM—Automatic Sccure Voice Communications System
AUTOVON—Automntic Voice Network
CINCIUR—Commander-in-Chief Europe
CINCPACFLT—Commander-in-Chicf; Pacific Fleet
CINCUSNAVEUR—Commander-in-Chief, Naval Forces Europe
COMNAVFOR JAPAN—Commander, Naval Forces Japan
CRITICOMM-—Ciritical Intclligence Communications System
DCA—Defense Communications Agenoy

DCEO—Defense Communicntions %\gcucy Engineering Oflice
DCS—Defense Communications System

DSCS—Defense Satellite Communications Systemn
DSSCS—Defense Special Sccurity Communications System
DS’ TE—DIgital Subscriber ‘Terminal Equipment

DT G—Date-time-group .

IDDF—Internal Data Distribution Facility
NAVCOMSTA—Naval Communications Station
NSA—National Sccuritr Agency

SEI—System Engineering Facility

SI'TREP—Situation Report

SPIN'TCOM M—Speclial Intelligence Communications System
TRI-SAT—Tri-Service Tactical Satellito Program
TRI-TAC—Tri-Service Tactical Communications Program

(V1)




. c— .

REVIEW OF DEPARTMENT OF DEFENSE WORLDWIDE
COMMUNICATIONS—PHASE 1

PREPMACE

Communications channels are the central nervous system of any
military organization. It is through those channels that the tactical
outposts report to intermedinte and national headquarters logistics
roquirements, administrative data, intelligence data and hostile con-
tacts. Conversely, those channels serve as the path for disseminating
command decisions to lower echelons and, ultimmately, to the tactica
units in the field, sea and air. The function of defense communications
was succinclly described by one witness as *“‘the handmaiden which
serves command and control”. Just as the nervous systom must be
stimulated by the brain, the communications system requires a
decision by the command authorities for its activation.

Sevcral developments in recent years have accented the absolute
nccessity of relinble and eflicient military communications. ‘The world-
wide deployment of U.S. forces has required extensive long-range
systoms which are capable of meaintaining contact with all those forces
at ull times. The deployment by potential encimnies of intercontinental
ballistic missiles and sea-launched missiles has reduced the reaction
time of this Nation, and has emphasized the need for communications
which would provide the earliest possible notification to offensive and
defensive U.S. forces in the event of a launch of such missiles. Finally,
the centralization of command and control in national command
authoritics has made it imperative that information of any incident,
which might possibly result in a critical situation, be brought to the
attention of national authorities immediately. And, in order to permit
those anuthorities to oxerciso effective command and control of their
widely dispersed forces, communications must enable them Lo dissemi-
nato their decisions to all subordinate units under any conditions
within a matter of minutes.

Deputy Secretary of Delense David Packard testified before the
subcommittee that, ““The entire communications capability must be
integrated to provide the headquarters command and control people
with knowledge of the situation and performance of all the military
forces of the United States, and permit the headquarters to direct
forces wherever they may be, and under whatever command they
may be”. The Department of Defense, in an effort to obtain communi-
cations systems which are capable of responding to those requirements,
has expended large amounts, both for hardware procurement and for
research and development. That Department has initiatéd and con-
tinued construction of systems utilizing the most sophisticated elec-
tronic equipment and employing the most advanced technology in
phases of cominunications. As a result of those actions, the Depa -
ment of Defense has a most claborate and a most expensive worldwide

(1)
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communications network. It has been estimated that more than $9
billion has been invested in communications systems and equipment,
and that annual expenditures for communications support oxceed $5

billion.
SUBCOMMITTEE INQUIBY

Notwithstanding the scope and sophistication of the communica-
tions networks nnd systems of the Department of Defense, several
incidents, which occurred during the past several cars, have cast
somo doubt as to whether those systems are being e cctively utilized.
Additionally, there have been criticisms from several sources directed
nt tho effectiveness of the management of defense communications. As
n result of those questions, a roview of the Departient of Defense
Worldwide Communications Networks was ordered by Chairman L.
Mendel Rivers, House Committee on Armed Services, on July 14,
1969. In dirocting that inquiry, Chairman Rivers cxpressed an interest
in improving communications reliability promoting maximum efli-
ciency and eliminating waste. He directed that the inqiiry determine
the cffectiveness of communicntions management, its goals, as well as
tho economy and thecflicioncy of its operation. On Januar 8, 1970,
the chairman appointed o subcommittee composed of Hon. Robert H.
Mollohan (D-\{'.l\’ n.); chairman, and Hon. Durward G. Hall (R-Mo.)
lo conduct hearings relative to Department of Defense communica-
tions,

Because of the scope and the complexity of the subject matter, the
subcommitteo limited this initial phaso of its hearings to two areas:

ll. The responsiveness of defense communications in crisis situations;
nne |

2. The effectiveness of the Department of Defense manngement of
ils communications systen. -

The crisis situntions examined by the subcomnittee were three inter-
national incidents—the Isracli attack on U.S.S. Liberty on June 9,
1967; tho North Korean seizure of U.S.S. Pueblo on January 23, 1968;
nnd tho North Korean shoot-down of an unarmed EC-121 reconnais.-
sanco aircraft on April 14, 1969.

I'ho subcommitice began hearings on March 2, 1970, and con-
tinued them in September, October, and November. Sincoe much of
the subject matter of tho inquiry was of a classificd nature, all hear-
ings wero in Executive session. In addition to the testimony of the
witnesses, tho subcommittee was furnished with considerable. infor-
mation in the form of answers to written interrogatories. T'he Depart-
ment ol the Nuvy also furnished the subcommittee with the reports
of the Nuval Cowrts ol Inquiry in the U.S.S. Liberty' and d.S.S.
I"ucblo incidents. The subcommittee also mado use of previous reports
of this nnd other congressional committees concerning the commu-
nications facilities of the Department of Dofenso.

SECURITY CLEARANCE

The Department of Defense was rc(fues(.cd Lo review this report for
national security purposes. The word “deloted” indicates the portions
which were romoved ot the suggestion of that agency.

pY



FINDINGS AND CONCLUSIONS

The subcominittee finds that:

1. Communications systems are only as good as those who operate
and use them in the command and decisionmaking process. The
fragmented and overlapping responsibility for communications within
the Department of Defense has resulted in ineflicient and ineffective
mana%cment, of that cssential defense support function. Somne exam-
ples ol that poor management are: 4

a. The Department of Defense estimates of its total expenditures
for communications have underestimated those expcn(,iturcs by
alinost $3 billion. The inability to accurately report thosoe costs
resulted from tho absenco of a centralized management for comimu-
nications, and the lack of an accounting system to determine those
costs. - . ' \

b. The Departmont of Defense Satellito Communications Systemn
will not achieve operational capability for some time. That system has
lngged several years behind commercial systems becauso of the
“clumsy decisionmaking process” in tho field of communications in
Departinent of Defense. ’ ‘

¢. In one procurement, the Department of Defense decision to
terminate the contract was delayed for 13 months alter issning o
“sp0p work” order to tho contractor. During the year of indeci -
before the contract was terminated, the contractor’s costs ineee.
by n[l)pmximntely $2.74 million. .

d. Responsibility for managemont of the Defense Communications
System is divided botween the Defense Communications Agency and
the military departments. That division has interfered  with the
officient utilization of the Defenso Communications System.

e. The Dofense Departinent, in its survivability studies, has foiled
to devote sufficient attention to an evaluation of the cffects that
sabotage, or limited warfaro, would have upon the Defense Com-
munications System.
~ /. Survivability studies have demonstrated that the overseas por-
iion of the Defonso Communications System would bo vulnerablo in
the event of a nuclear attack.

g. The time required for processing of messages, before and after

their electronic transmission, has prevented any significant improve-
ment in ‘“writer-to-render” time, despito installation of automatic
switch equipment. Statistics reflect that an average of 70 minutes is
required for processing a “flash” inessnge, whereas the nverage time
for clectronic transmission of such a message is only 5 minutes.

2 Unresponsive communications systems of the Department of
Defense de‘t\yed the exccution of command decisions and retarded
the transmission of information to command officinls in critical inter-
national situations. That lack of responsiveness was demonstrated by
delayed messnges during the following incidents: :

a. Four messages, ordering that U.S.S. Liberty be moved away from
the consts of Isrnel and the United Arab Republic, were dirccted to
that ship on June 7-8, 1967. The first of those messages was relensed
by the sender about 13 hours before the time the ship was attacked,
while the last was released for transmission 3% hours before the attack.
None of them had reached Liberty prior to the attack. Two messages
wore misrouted to the Pacific rather than to the Mediterrancan, One

60-400—71—2
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of those, upon being retransmitted to the Pentugon, was then missent
to Fort. Mende rather than U.SS. Liberty. The other was not placed
on Fleet: Brondenst until 9 hours after the attack on US.S. Liberty.
Oue copy of w messnge was lost in a relay station and never relayed.
A experienced inexcusable deluys for in-station processing.

b. On Jununry 23, 1968 Lwo messages were dispatched ﬁ'om U.S.S.

Pucblo with & Pinnaclo designation. That designation denoled a mes- -

snee of major signilicance and required immedinte delivery to national
command authorities. As a result of delays for processing, these mes-
saves required 2% and 14 hours, rcspcctivcl ", before they were
delivered to nationnd command authorities in W'Zuahington.

¢. Three messages, reporting that an BC-121 nireraft was being
tracked by North Kovean nireraft, were dispatched to the Joint Chicfa
of Statt from Koren on April 15, 1969. "Fhose messages required 1
hour, 16 minutes; 3 hours; and one-half hour, respoctively, for trans-
mission to Washington,

3. The lnck of effective securo voico communicnlions systems was
identificd as the most serious deficiency in Department of Defense
communications. .

4. Tho military departments have neglected programs for the
dovclolnncnt of officers with a proficiency in the field of communica-
tions. Timo spent in achieving an expertise in communications does
not receive the proper recognition by promotion boards. :

5. The CRITICOMM-AUTODIN integratiort program should be
deferred until tests have conclusively demonstrated tﬁnt AUTODIN
will provide transmission which is at least as effective as the existing
CRITICOMNMI system. : =

6. Tho Defense Communications Agency engineering offices appear
unqualified for tho tasks assigned to them. .

a. About half of the recently assembled staff of the Systemn Engi-
neeting Iacility do not possess the qualifications to perlyorm system
engincering. It was estimated that those persons will require a training
period of 3 years before they will be qualified to perform that funiction.

b. Tho Delense Communications Engincering Oflice has compiled
n poor record in the preparation and review of engincering specifica-
tions for equipment procuremonts. In two instances the products
manufactured according to specifications were unusable. In three
other procurements the correction of deficiencies in engincering
specificntions resulted in cost overruns from 66 percent to 100 percent
uLovo the original contract prices.

RECOMMENDATIONS

Tho Secrotary of Defense should tako the following actions in an
effort to improve the management and efficiency of %)opm‘t.ment. of
Defense communications:

1. Responsibility for all Department of Defense commmunications,
including strategic and tactical systems, the Defense Communications
System, all systems supporting command and control, and all com-
munications integrnl to weapons systems, should be centralized
in the Offico of the Assistant to the Secretary of Defense
(Felecommunications). _

2. Duo to the urgency of this problem, the Assistant to the Secre-
tary of Defense (Telecommunications) should be nfforded every sup-
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port necessary for completion of his program to identily all
comimunications resources during fiscal year 1971.

3. In order that all communications costs may be properly identi-
ficd, an nccounting system should be established which would identify
all commiunications expenditures, including tactieal, strategic, those
supporting command and control, and those which are integral to
weapons systemns.

4. Eoch military department should initinte a program for the
education and training of oflicers as communications specialists.
Those officers who specialize in communications should be assured that
they will be afforded an opportunity for professional advancement.

5. The charter of the lScfensc Communications Agency should be
revised Lo centralizo all responsibility for management of the Defense
Yommunications System in the Director, Defense Cominunications
Agency. The Defense Communicntions Agency should be assigned
manngement responsibility for the operation and maintennnce of the
entire system. Until management responsibility is centralized, either
in DCX or in a designated military department, the DCS cannot
efliciently function ns a system. ’ ,

6. The charter of tho Defonse Communications Agency should he
revised to permit the introduction of some civilian communications
oxperts into the management structure of Defense Communications
Agency. Consideration should be given to placing civilians, with
demonstrated communications proficiency, in the vice directlor position
and those deputy director positions which require tethnical expertise.
Consideration should also be given to placing civilians, with a demon-
strated communications proficiency, in the program management
positions at Defense Communications Agency.

7. Tho engincering structuroe of the Defense Communications Agency
should be objectively analyzed to detormine the need for an engineer-
ing stafl, tho size of the staff required and the proﬁciencx of tho
incumbents. Particular attentionshould be paid to the System Engincer-
ing Facility and whether its staff possesses the qualifications to perform
systems engineering.

8. A program should be initiated to improve the efliciency of
Department of Defense communications through the reduction of
in-station processing time. Responsibility for this program _should
bo ussigned to the Assistant to the Secrotary of Defenso
(Telecommunications).

9. A program should be initiated to improve tho quality of the
sersonnel who operate defense communications facilities. Responsi-
Lility for tho selection, training, assignment and evaluation of operat-
ing personnel for the Defense Comnmunications System should be
assigned to the Director, Defonse Comnmunications X ency. -

10. The military dopartments should bo prohibited from using tho
Defense Communications Agency ns a terminal assignment for oflicers
bofore retiroment.

11. The Departinont of Defense decisionmaking process should bo
improved in ordor to permit military communications systems to keep
pace with developments in commercinl systems, tlius avoiding a
repetition of the delay experienced with the satellite communications
program,

12. Survivability studies of defense communications should bo
brosdened to analyze the potontial effect of limited war, sabotage and



other “possible situntions which would result in damage to defenso
communicalions.

COMMUNICATIONS CONCERNING U.S.S. LIBERTY
JUNE 7-8, 1967

Hostilities commenced between Isracl and the United Arab Repub-
lic on June 5, 1967. On that same date at 2015 hours, the Commander,
6th Fleet, ordered all his surfaco and air units to stand off at lenst 100
miles from tho consts of the belligerent nations. At the time of that
order, U.S.S. Liberty was nol assigned to 6th Fleet, but was under tho
operational control of Commander-in-Chief Europe. On June 7th, at
0001 hours, US.S. Liberty was transferred to the operational control
of Commander, 6th Flect. At the time of her transfer, her operational
orders, dated Juno 1st, directed that the closest permissible approach
to tho const of the United Arab Republic would be 12.5 nautical
miles, while she could approach no closer than 6.5 nautical miles to
the coast of Isracl. No action was taken by the Commander, 6th
Fleet, on June 7th to cause US.S. Liberty to conform to his order
previously issued to all other 6th Fleet surface and air units.

During the afternoon- of June 7th, tho Joint Chiefs of Staff decided
to reposition U.S.S. Liberty to meve her farther from the consts of the
belligevent nations. In implementing that dgcision, o series of five
messages from JCS and U.L‘:. commanders in the European Command
were divected to U.S.S. Liberty and other addressees. None of those
messages had renched Liberty by 1200Z hours on June 8th, 13% hours
after the first message was relensed for transmission. The circumstances
surrounding the misrouting, loss and delays of those messages consti-
tuto onc of the most incredible failures of communications in ‘the
history of the Department of Defense. ‘

Thoso five messages will be discussed scrintim. Each is described
according Lo its dale-time-group, a six-numeral designation assigned
by the originator of the messago reflecting the date and hour, month,
nnd year of its release. At the time of the U.S.S. Liberty incident, the
date-time-group was not an aceurato reflection of the time the messagoe
had beon released by the sender to the communications center, al-
though, in most instances, the differenco in the timo was an interval
of only a fow minutes, o.g. JCS 0722302 was relensed to tho communica-
tions centor nt 0722417, Eanch datle-time-group includes the letter
“7Z" designating tho Greenwich timo zone, thus all times are
standardized. ‘

JCS 072230z JUNE 1967 TO CINCEUR

T'his message contained the first directive from the Joint Chiefs of
Stafl concerning the relocation of U.S.S. Liberty. 1t was directed to
the Commander-in-Chicf Europe (CINCEUR), for action. Informa-
tion copics of tho message wero addressed to Commander-in-Chief,
Naval Forces, Europe (CINCUSNAVEUR); Commander U.S. 6th
Fleet; Commander -'l‘usk Forco 64; U.S.S. Liberty; and others. This
mes=nge modified the operational orders of U.S.S. Liberty by directing
that her closest permissible approach to the consts of the United Arab
Republic and Isrnel should be 20 nautical miles and 15 nautical miles,

rather than 12.5 and 6.5 nautical miles, respectively.
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This message was released from the Joint Chicfs of Stadl to the Army
Communications Station, at the Pentagon, for transmission at 22417
hours, June 7th. The action copy of that message to CINCEUR was not
transmitted from the Army communications station until 12552 hours,
Juno 8th, more than 14 hours after its receipt in station. The informa-
tion copies, addressed to Commander Task Force 67' and US.S.
Liberty, were not transmitted until 13152 hours, June &th, and then
were incorrectly routed to the Naval Communications Station, Philip-
pines. From that station, they were sent to Navy Connmunications Sta-
tion, Asmara, where they were placed on Fleet Broadeast at 21357
hours, June 8th, 23 hours after the date-time-group of the message, and
about 915 hours after the attack on U.S.S. Liberty.

This message lost some of its significance, since it. was canceled by a
subsequent message from the Joint Chiefs of Stafl, described in the
next section. o '

JCS 080110Z JUNE HNHi TO CINCEUR
- H

Preliminary telephone call a

One hour and nine minutes after releasing the above 0722307 message
for transmission, the Joint Chiefs hecame more concerned over relocat-
ing U.S.S. Liberty and decided that 20 and 15 nautical miles was too
close to the coasts of UAR and Israel for safety. At 0723507 hours,
June Tth, a JCS representative made a telephone call to the Command
Center duty officer at Commander-in-Chief, UJ.S. Naval Forces, Europe

CINCUSNAVEUR). In that call, a verbal directive was issued to the

INCUSNAVEUR Command Center duty officer to order U.S.S.
Liberty to operate no closer than 100 nautical miles to the coasts of the
belligerents. The duty oflicer at CINCUSNAVEUR was also told that
a message formalizing the verbal directive wonld follow later. Ilow-
ever, the JCS might as well have omitted that telephone call since it
proved completer ineffective in accelerating action at CINCUS
NAVEUR headquarters. It is true that, asa result of the telephone call,
a message incorporating the oral dircctive was prepared at CINCUS
NAVEUR hca({:pmrters for dispatch to Commander, 6th Fleet; but
despite the urgency indicated by the JCS call, the releaso of that mes-
sngo for transmission was delayed until the formal notification message
from JCS had been received.

Formal message

The promised confirmatory message was not released by the Jpo
Chicfs of Stafl until 080110Z, more than an hour after the telepho
call to CINCUSNAVICUR. That delay is not necessarily significant,
since JCS could reasonably have expected an immediate and intelligent
response to its telephone directive. This message, JCS 0801107, can-
celed the earlier JCS 072230%Z message and direct ed that U.S.S. Libert Y
should remain at least 100 nautical miles from the cousts of any of the
belligerent nations.

An immediate precedence® was assigned to this message, whereas
the 072230Z message had been assigned a priority precedence, thus

t Department of Defense hos informed the suhcommittce that the original message was
addressed to CTIP64, but that an appoarent operator error caused it to he addressed to
CT1°07 when It was prepared for transmission.

s There are four Depurtment of Defense precedence categories : flash, immediate, priority,
and routine, in diminishiog order. Those designations ludiente the desired speed of delivery,
They serve as a gulde to operating personnel in processiag, transmission and dellvery of the
mesgsage.

m—
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icating the incrensed concern of the Joint Chiefs concerning the
wsitioning of U.S.S. Liberty. ‘This messange was also released to the
my Communications Station at the Pentagon for transmission.
o netion copy of this message was agnin addressed to Commander-
Chief, Europe, with informalion copics nddressed to CINCUS
\VIEUR; Commander, 6th Fleet; Commander, Task Force 64;
A U.S.S. Liberty, among others. A delay of 44 minutes occurred in
v Army Communications Station, Pentagon, before the message
s transmitted to CINCEUR, the action addressce at 0302117.
nl Adm. Francis J. Fitzpatrick, Assistant Chief of Naval Operations
Communicntions, testified before the subcommittee that he thought
minutes was an inordinate amount of time for processing such a
wl messngo.
The delay in processing the action copy of the message is insignifi-
nt, however, when compared with the deplorable handling of the
‘ormntion copies addressed to Commander, Task Force 64, and to
S.S. Liberty. First, there was a delay of 2 hours, 23 minutes before
ose messages were transmitted from the Army Communications
mter, Pentagon, at 0803502. The only cxplanation for that delay
15 that messages of equal or higher precedence were awaiting trans-
ission beloro this messngo arrived 1n station. The Department of
efense, however, wasqunable to furnish the subcommittee with any
wcumentary evidence which would support that explanation.
'he information copies of the message, addressed (o U.S.S. Liberty
1l Commannder, Task Forco 64, were finally transmitted at 03507,
it, once again, those messnges for addressees in the Mediterranean
w were misrouted to Naval Cominunications Station, Philippines.
subcommitteo witness testified that the misrouting was due to an
ronconz ronting indientor which had been ussignmr to the message
¢ civilinn elerk in the Army Communications Center, Pentagon.
pon it arrival at the Naval Communications Station, Philippines
e error was recognized, the routing indicntor was corrected to Nava
ommunientions Station, Norocco, and the message was retransmit-
«l wilhin an hour. ‘That correction should have taken those copics
the messngo to the Mediterranean area and ultimalely to the
lidressees, except that the message was routed to pass through the
rimy Communications Station, Pentagon. That station, instead of
ansmitting the messages to the Navy Communications Station,
forocco, to which they wore addressed, sent them to National Se-
ity Agoncy, Fort Mende, Md., where they were filed without fur-
wor action. The only explanation given for this inexcusuble conduct
us that clerical personnel had misread the routing indicator. Need-
83 Lo sny, those messnges had not reached ecither U.S.S. Liberty or
'ominander, Tuask Force 64, by 1200Z hours, June 8, 1967..

USCINCEUR 080626Z JUNE 1967 TO CINCUSNAVEUR

JCS mossago 0801107 was received at CINCEUR headquarters
L 02127 hours, June 8th. That hendquarters, in a telephone conversa-
on with CINCUSNAVEUR headquarters at 03257 hours, directed
'INCUSNAVEUR to take the JCS messago for action. T'hat oral
rder was confirmed by a formal message directed to CINCUS-
IAVEUR for action, with information copics to Commander, Gth
loct, and U.S.S. Liberty, among others. ‘The formul message, how
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over, was not released until 06254 hours. No expianation nns vecn
offered for the 3-hour delay in preparing that messago at CINCEUR
headquarters. A further delay of 46 ninutes occurred in the messago
center nt CINCEUR bofore the message was transmitted. .

In order to ensure golling this message to its addressees, it was
transmitted concurrently over two alternate relay paths. The necessity
for the elternate transmission was quickly demonstrated by the Joss
of the message at the Pirmasens, bernmny, Army DCS relny, the
first station on ono of the transmission paths. As a result of that loss,
there was no further transmission of that copy of the message. The
explanation offered for the loss of that messago was that the
* * * station was being operated under a ‘combination of adverse conditions caused
by the consolidation of commands and relocalion of units from France. Henvy
traflic volumes resulted from the extensive relocation of units and retermination
of teletype circuits. The number of qualified personnel was inndequate to ensure
error-free processing of traffic.

The second transmission route succeeded in getting tho messago to
CINCUSNAVEUR and to Commander, 6th i:‘lcct, by 0735Z hours
on June 7th. The information copy directed to U.S.S. Liberty, however,
had to pass through additional relay stalions before it could be placed
on {leet brondcast for dissemination to U.S.S. Liberty. That meandering
roule through relay stations consumed another 9 hours. During
thut time, there were Yong in-station delays for processing of the
tessage, and there was a delay of more than 2) hours in” passing
the messago from an Army DCS Communications Station at ksnmru
to the Navy Communications Station located within a mils of the
Army station. Finally, the message was placed on the fleet broadeast
at 1646Z hours, June 8th,* at which time U.S.S. Liberty was limping
back to port with her dead and wounded, and so severely damaged
that she was subsequently scrapped.

CINCUBNAVEUR 0804652 JUNE 1967 TO COMMANDER, 6TH FLEET

The hendquarters, Commander in Chief, U.S. Naval Forces Burope
(CINCUSNAVEUR) received three separate messages directing t{m
repositioning of U.S.S. Liberty. Those messages and the times of their
receipt were: .

(n) A telephone call from the JCS reconnaissance center at 23507,
Juno 7th.

(b) An information copy of JCS 080110Z message which was
reccived at this headquarters at 0312Z hours, June 8th.

(¢) A telephone cu(h from CINCEUR at 0325Z hours, June 8th.

Despite the urgency which must have been obvious by that time,
no action was taken at that headquarters for more than 3% hours
after the initial telephone call. It was not until after reccipt of the
telephone call from CINCEUR at 0325Z hours, June 8th that CIN-
CUSNAVEUR headquarters stirred into action. At that time, the
duty oflicer directed that a teletype conferonce bo established with
Commander, 6th Fleet. That conference circuit was established, and

¥ A garbled version of this mesango was placed on fleet hroadenst at 10597, June 8Lh. and there was some
question whegher it had been recelved by U.B.8. Liberty. But 83 Renr Adinirul Fitzpatick testified, it is
8 oot point whether tha ship recolved (It or nat for two rensony: If It did recolve it, It was probably uscless
to them, and number two, cvon if they had secetved it, It wouldn’l have mado any sense to them breause
all it sald was Lo tako somne ather JCB messngo (or action, somo higher commander, and they wouldn't have
knowan what that othor message was bocouse, as we know, that other message fiom the Joint Chiels of Stafl,
which they hiad the Infornmiation copy on, didn’t get to themn.”
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i HS7 hours, Commander, 6th Fleet, acknowledged receipt of the
order 1o tnke action upon the JCS message. Tho teletype order was
contivmed by CINCUSNAVEUR formal message 080455Z which
was received by Commander, 6th Fleet, at 05182 hours, June 8th.
For some unexplained renason, U.S.S. Liberty was not informed of
cither of theso messages to Commander, 6th Fleet. :

COMMANDER, 6TH FLEET 080917z JUNE 1967 TO U.S.S. LlBER'fl;

Upon receipt of tho messages from CINCUSN AVEUR, the only
nclion remaining for Commander, 6th Fleet, wad issuance of an order
to U.S.S. Liberty to comply with the minimums directed by the Joint
Chicfs of Staff. It was not until 0917Z hours, June 8th, however, more
than 4 hours after his receipt of the order, that he released his nction
messago directed to U.S.S. Liberty. Although his superiors had mani-
fested their concern about repositioning U.S.S. Liberty by telephone
calls which gave him advance notice of the order, the Commander,
6th Fleet chose not to use the voice circuit when he passed the order
to the ship. Rather, he used the normal communications system for
transinission of his messago.

Alter its relense to the communications center aboard the 6th Fleet
flagship, U.S.S. Little Rock, that message was delayed for more than
I hour and a quarter before it was transmitted at 1035Z hours. The
oxplanation for that delay was that there were one flash and seven
immedinte messages being prepared for transmission at the time the
message was received in lfw message center aboard U.S.S. Little Rock.
Tho message arrived at the Army DCS station at Asmara by 1200Z
hours, June 8th. That station, however, instead of delivering it to the
nearby Navy station for fleet broadcast, missent it to the Navy Com-
munications Stution, Greece. It was returned to Ariny DCS ‘station
at Asmara and finally delivered to the Navy Communications Station
at 1510Z hours, June 8th, 6 hours, 8 minutes after its release by
Commander, 6th Fleet, and more than 10 hours after he had been
ordered to nct upon the Joint Chicfs of Staff instruction. The message
was transmitted on fleet broadcust at 1525Z hours, June 8th, more
than 3 hours too late to alert U.S.S. Liberty to the danger of her
position.

The circumstances surrounding the transimission of those five
messages could be considered a comedy of errors were it not for the
tragic resulis of the failure to move U.S.S. Liberty. At 1210Z hours,
June 8, 1067, U.S.S. Liberty was attacked by Isrneli aircraft and, at
at 12357 hours, she was torpodoed by Israeli patrol boats. As a result
of those nttacks, 34 officers and men were killed, while 75 were wounded
and the ship sustained such severe damages that it was never restored

to duty. At the time of those attacks, U.S.S. Liberty, through no fault
. of hers, had not reccived any of the above-described messages. If the
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communications system had been responsive, she should have had
several hours during which she could ,mva slaced some distance be-
tween hersell and the const, thereby probably avoiding the attack.

Should there e any doubt that those failures of the communications
system were critical, the following excerpts from the findings of fact of
the Naval Court of Inquiry, convened to inquire into the circumstances
surrounding the attack on U.S.S. Liberty, would appear to conclusively
resolvo them: '
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Liberty's position at the time of the atlack had been previously ordered ¢han:..
farther o senward by JCS; however, the messages relating to these ehnnges wer
nol known to the ship before the attack took place * * *

The communications delays and misrouting crrors, which caused these several

nondeliverics, combined with delnys in initiating followup actions on operntional
instructions received, all contributed to the ship itselfl being unnware of plans and
decisions made for her repositioning ¢ * »

* *+ % Liberty received no directive, prior to the attack, that higher authority
desired that the ship operate at least 100 miles from the constline of the UA R

Pertinent to the findings of fact is the matler of communicntion conditiong
regarding U.S.S. Liberty during the period 1 and 8 June. The ship is known not to
have received at least five messages sent prior to the attack, ench of which was not,
only important but, in that respect, critical to the events which terminated in the
aggravated altack on this ship gn June the 8th.

ligher authority modified iberty’s original opcrational guidance between June
Ist and the attack on the 8th which, if she had received it, would have resulted in
her being further off shore.

Combination and compounding of many delayed communieation deliveries
related to Liberty incident deniced the ship the benefit of command decisions nctn-
allv made prior to the attack which, among other things, would have caused the
ship, as 8 minimum, to be heading further off shore from her 081200Z actual
position * * * '

COMMUNICATIONS CONCERNING U.SS. PUEBLO
JANUARY 23, 1968

On January 2371968, U.S.S. Pueblo, o US. Navy auxiliary general
environmental research vessel utilized for intelligence collection, was
located off the coast of North Korea. That morning the ship estab-
lished communication with Naval Security Group at Kamiscya,
Japan, to send a sityation report (SITREP), two technical reports
and a servico message. At 03007, January 23, Pueblo was still using
her transmitter when a North Korean submarine chaser (SO-1) came
into view. There were some flag-hoist signal exchanges between
Pueblo and the North Korean craft which consumed soveral minutes.
Then at 0350Z the commanding officer of Pueblo released the first of
two messages designated Pinnacle. Pinnacle is a flagword which
identifics the message as having major significance and requires imme-
diate dclivery to %\Iutionul Military éommnnd authorities at the
seat of government. In addition to ils Pinnacle designation, the mes-
sage was assigned a ‘“‘flash” precedence, thereby identifying it for
most rapid processing, transmission and delivery.

PINNACLE 1—280362Z JANUARY 1968

This message reported the encounter with the North Korean
patrol craft, the exchange of flag-hoist signals, and the Korean signal
“Heave to or I will fire”. It conclude(F with Pueblo’s intention to
remain in the area, if considered feasible, or to withdraw slowly to
the northeast. A

This message was received by the Kamiseya station at 03507
hours. It ‘was then relayed at 0400Z hours to Commander, Naval
Forces, Japan where it was received at 0413% hours. Despite its Pin-
nacle designation, which required immedinte delivery to National
Military Command authorities at the seat of government, this message
was delayed at the headquarters of Commander, Naval Forces Japan,
for 47 minutes before it was finally released for retransmission ot
0500Z hours. Rour Adm. Francis Fitzpatrick, Assistant Chief of

60-400—71——3
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nval Operations for Communications and Electronics, testified that
1¢_delay in that headquarters was not consistent with the Pinnacle
esignation of the message or with its flash precedence. He explained
w the delny was caused by the decisionmaking process at that
endquarters and that “involved in that decision process was restruc.
wing the messngo to take it out of * * * intelligence channels, and
ul it into the general servico channel.” While some time was re-
nired for such processing, 47 minutes appears to have been an uncon-
ionable delny in rotransmitting a Pinnacle-flash message.

AL 05007 hours, the headquarters of Commaunder, Naval Forces
\pan, relayed the message to Naval Communications Station,
tpun, for relay to the romuininig addressces. At this station, the
iessago was  transmitted Lo the Navy addressees via tho Navy
ommund Operational Network, a dedicated network,' and was
unsmitted to all othor addressecs vin the Defense Comamunications
ystom, the common user system. The former network functioned
irly well with cach of the Navy addressees receiving his co y of the
iessngo by 0533Z hours—33 minutes after it had been rclnyod by
ommnnder, Naval Forces Jupen, and 1 hour, 43 minutes after it
nd beon transmittod from U.S.S. Pueblo. The Defense Communica.-
ons System was incredibly slow in transmitting the message to the
ther addressoos for whom it was responsible. The INCSSAgoe was
troduced into the DCS at 0508Z hours. It did not reach any of its
ldressees, aven those in Japan, until 0600Z hours, und it was 06247
ours before it ronchod the Joint Chiefs of Staff—1 hour and 16 minutes
‘ter being transmitled from Japan and 2 hours, 34 minutes after it
ul been sent from U.SS. Pueblo. :

PINNACLE I1-—230416Z JANUARY 1968

‘This message was also assigned o “flash” precedence and trans-
dtted from lkS.S. Pucblo nt 0418Z hours. It stated that the subinarine
wser, which had beon joined by threo PT boats, had sent a message
Follow in my wake. I have pilot on board”. It further reporto
S50 Pueblo was departing tho aren at ¥ speed “under escort”,
inaelo T was considered by the US. Navy as o “Urigger’” message,
i it provided conclusive ovidence that the conditions described in
innacle I wers more than routine harassment,
Transmission of this messago to Kamiseya was instantancous and
was recoived in that station at 04182 hours. From thero it was
dnyed to Commander, Naval Forces Japan at 0424Z hours. In that
sdquarters, this messago also experienced o delay which was .not
msistent, with its Pinnacle designation or with its flash precedonce,
was39 minutes after veceipt in that headquartors before Commander,
nvil Forees Japan, passod tho messago to its comiunications station
K037 honrs (!nr transimission to the remnining addressces. As with
inaele I, the Naval Command Operational lﬁctwork was used to
te the messago to Navy addressees while Defense Communica-
ons System was used for uil othors. The mossago was delayed briefly
. Naval Commumications Station, Japan, beforo being introduced
to the Naval Command Operational Network st 0510Z hours, That
A dedlented network, or clrendt, 13 one usnd exelusively for transmission of a particular type of I.n(or-

dlon, {0 this instance Navy operatlonal orders. It s distinguished from a8 common user system which
taunits el tratlle of Dopartinent of Dofonse without regard to its originator or content;
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network performed satisfactorily in gotling the message to each of
the Navy addressces by 0525Z hours.

The message was delayed for 18 minutes at Naval Communications
Station, Japan, before it was introduced into the Defense Communica-
tions System nt 05217 hours. The causo of that delay could not he
determined. The performance of that system in transmitting this
mossnge was better than it had been with the carlier Pinnacle I.
Copies renched all addressces within 56 minutes of the time it was
transmitted. It reached the Joint Chiefs of Stnlf at 0557Z hours—
36 minutes after being introduced into the DCS, and 1 hour, 39
minutes after it had been transmitted by U.S.S. Pueblo.

CRITIC MESSAGE TRANBMISSION

In addition to the above-described transmission, both Pinnacle
messages were also given a Critic ® message format. That format
entitled them to transmission via the CRITICOMM network. Their
rupid transinission in that dedicated system presented a sharp con-
trast to their sluggish movement through the common user Defense
Conununicnti()ns%ystem. 4 ‘ '

It was not until Pinnacle II was received at Kamiseya and Com-
mander, Naval Forceg Jupan, that the CRITICOMM network was
utilized. After receipt of that message at 0418Z hours, Kamiscya
Station gave it a Critic format and introduced it into the CRITI-
COMM network at 0436Z hours. Scven minutes later that Critic
messnge was delivered to the Joint Chiefs of Staff in Washington.
The Kuamiseya Station then placed a Critic designution on the entlier
Pinnacle I message and introduced it into the CRITICOMM net-
work at 0440Z hours. This messnge, referred to as Critic 1I, re-
quired only 6 minutes for transmission to Washington, where it was
reccived by the Joint Chiefs of Staff at 0446Z hours. Another Critic
messago was relcusod by the Commander, Naval Forces Japan,
Headquarters after that Headquarters received Pinnacle II. 'I'int
Critic messuge was ussigﬁ\cd a date-time-group of 04357 and was
reccived in Washington, D.C. 4 minutes later at 0439Z hours.

The value of the CRITICOMM transmission can be clearly seen
when its performance is comlmrcd with the Defense Communications
System. Wherens tho Joint Chicefs of Staff were informed via CRITI-

OMM at 0439Z hours—21 minutes after U.S.S. Pueblo hnd originated
its Pinnacle [I—they did not receive notification through the Defense
Communications System until 05657Z hours—1 hour, 39 minutes after
Pinnacle II had been transmitted from U.S.S. Pueblo.

COURT OF INQUIRY CONCLUSIONS

The Naval Court of Inquiry, which was convened Lo inquire into
the circumstances surrounding the seizure of U.S.S. Pueblo, was
critical of the deplorable rolaying of the messages from U.S.S. Pueblo.
That court stated in its opinions: ‘“The delays in transmission of
USS. Pueblo's OPREP-3 messages (Pinnacles I and 11) from
Kamiseya to NAVCOMSTA ( avel Communications Station)
Japan and higher commands were grossly excessive.” The court of

s Crltle 1a & designation assigned to & messago which ks Lelloved to contaln information which should Ye
brought to the sttention of the Natlonal Coum_und Authorities.



nyuiry also stated “despite the fact that telephone communicntions

vere  availnble  between COMNAVFOR JAPAN (Comumander,
Nuval Forces Japun) and CINCPACFLYT (Commander-in-Chief,
Pucilic Fleet), the Fleet Commander was not immedintely informed
md kept current of the developments in the U.S.S. I’ueb?o incident.
[nformution he received was delayed about 1% hours; too late to be
f nsel”

CONSEQUENCES

Those “erossly excessive” delays in retransmission of the Pinnacle
wessnges from U.S.S. Pueblo werp at least partially responsible for
the [ilure of U.S. forces to come to the nid of that ship. That failure
esulted in the death of ono sailor, the long imprisonment of the re-
mainder of the crew and the loss of the vessel. The special subcom-
mittee of the Committee on Armed Services, IHouse of Representa-
tives, which investignted the scizure of U.S.S. Pueblo, found that the
loss of the ship hmr these other consequences:

The apparent impunity with which armed forces of the North Korean Govern-
nent bos vded aad eaptured a ULS. Naval vessel in international waters, effectively
lestroyved the image of invulnerability and prestige enjoyed by our country for the

st 1H0 vears, The damage this incident has caused our Nation is, in truth,
nealeuluble *» o ' _

The eapture of the U.SB. Pucblo resulted in a serious compromise of our
Nation’s intelligence capability * * #

The compromise of a grent deal of classified information, involving naval
)pcr::tion:, tactical and otherwise, also represents a very serious intelligence
loas * *

COMMUNICATIONS CONCERNING EC-121, APRIL 14, 1969

At 21597 hours, April 14, 1969, an EC-121 of Fleet Air Recon-
nnissance Squadron One left Atsugi Air Force Base, Jupan, on a
reconnaissanco mission over the Sea of Japan, off the const of North
Koren. ‘The flight of that nircraft was tracked by a U.S. station in
South Korea.

Thut tracking stution at 0334Z, April 15th, detected North Korean
nireraft tracking C-121. It continued tracking the North Korean
nircraft until 04227 when the track was dropped. At 04362, the track
nl the North Korean nircraft was once again observed by the station
in South Korea. That station (lisputche(F four messuges addressed to
the Joint Chicfs of Stafl ond several other addressces concerning North
Korean surveillanco of EC-121.

FIRST S8POT REPORT 16044562 APRIL 1969

This message reported that North Korean nircraft were probabl
reacting to 1LC-121. An immediate precedence was assigned this
messngo and it was transmitted at 0454Z April 15th. It was not re-
ceived at tlo JCS Joint Reconnaissance Center in Washington until
16167, April 15th—1 hour, 16 minutes after the time of its trans-
mission from South Korea.

FIRST FOLLOWUP TO SPOT REPORT 160603Z APRIL 1969

‘This mossage reported that two North Iorean aircraft heing tracked
wero hended enst toward EC-121. 1t also mentioned the time that the
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trnck had first been observed and when it was finally observed. The
message was assigned an “immedinte”” precedence. Although the exact
lime of Lransmission of this messago is not known, it has been stated
that, “it is reasonably certain that it would have been transmitted
within 5 to 10 minutes of the DTG (date-time-group)”’. This message
was not received at the JCS Joint Reconnaissance Center until 08074,

April 15th, 3 hours, 4 minutes after its date-Ltime-group.

SECOND FOLLOWUP TO 8POT REPORT 160620z APRIL 1969

"This message reported that £C-121 had disappeared from the sur-
veilling radar screens. It was assigned a flash precedence and was
transmitted as approximately 0526Z. The message was received at
JCS Joint Reconnaissance Center 38 minutes later at 0558Z.

CRITIC 160644Z APRIL 1969

This message, which was designated Critic, reported that Korean
air surveillance facilities reflected the possible shootdown of the U.S.
reconnaissance mission over the Sea of Japan by, two North Korean
aircraft. As a result of its Critic designation, this message renched the
Nationa! Military Command Center within 10 minutes o its date-time-
group. It provided National Command authoritics with the first
‘iformation concerning the shootdown, as it reached \Washington
before any of the reports of tho North Korean surveillance which had
been transmitted much earlier. .

Each of the earlier reports of the North Korean surveillance of 15C-
121 failed to satisfy the speed of service objectives established by the
Department of Defense. Two of those messnges carriecd an immedinte
precedence, while the third had been assigned n flash precedence.
According to those objectives, a “flash” message should be transmitted
in less than 10 minutes; an “immediate” in no more than 30 minutes; n
“priority’” in less than 3 hours; a “routine’” in less than 6 lours.
Actually, the flash message required 38 minutes, and the immmediate
messages 13 hours and 3 F\ours, respectively.

Our examinntion of these three situations has caused grave concern
over the performance, which could be expected from Departinent of
Defense communications, generally, and the Delenso éommlmicu-
tions System, specifically, In a general war situation. In each of the
situations exumined by the subcommittlee, communications could be
carried on under the most favorable circumstances. No fucilities had
been disabléd, either temporarily or permanently; no cncmy jamming
was experienced ; and there was no restriction upon use of any of the
various modes of communications available. Despito those almost
perfect communications conditions, messages were lost, misrouted nnd
missent, while others expcricnccd intolerablo delays ‘for in-station
processing. In each instance, there appeared Lo be some reluctance to
Use voice communications circuits, in spite of the greater speed those
circuits would provide in relaying orders or reports. In both the
Liberty and I’uehlo incidents, the most prominent failurcs occurred in
facilitics which were part of the Defense Cominunications Systein.
The overnll effect was that parties who had o need to know-—in ono
instance the commanding oflicer of a ship and, in the other, National
Comimand authorities—were deprived of that knowledge becnuso of o



ack of responsiveness on the part of Department of Defense communi-
nlions systems.

Subcommitleo witnesses were quick to point out that the lack of
ommunications responstveness could be traced, in almost every
nstance, to inndequate personnel performance rather than to equip-
nent fuilure. From that assignment of responsibility, they concluded
he communientions systems were not responsible for the failure to
‘et messages to their addressees in time to be effective. There does not
ppear Lo be any logical basis for such a divorce of the opernting per-
onnel from the commnunications systems; the operating personnel
ad system hardware are essential complementary components of the
ystem. Nodern communications systems, notwithstanding their
ophistication, are only as effective as the people who operate them
nd, until the Department of Defense recognizes the importance of
he selection, training, supervision and evaluation of the personnel
ssigned  to  tho operation of its communications systems, and
oncentrates on theirimprovement, no significant improvement in com-
nunications is possible. The subcommittee hearings revealed a reluc-
ance to recognze the potential for improvement which exists in this
nost critical aren. Any suggestion that the operation of the Defense
Jommunications System could be improved by assigning to the
Jirector, Delense Communications Agency, responsibility for the
cleetion, training and evaluation of its operating personnel, as well as
esponsibility for evaluntion of the performance wof its stations, is
ejected on the ground that it suggests a communications command.
‘hat attitudo 1s exemplified by the following colloquy between
hairman Mollohan and Lt. Gen. Richard P. Klocko, Director,
Jefense Communications Agency:

Mr. Morronan. Well, we have three incidents here, and these three incidents
would regard as the highest and most critical in nature. Communications have
roken down very badly, to put it modestly, in each of the three incidents. We
re expending $4 billion, and you have just stated that, with the communications
ontrol that you presently have, in response to Congressman Hall's question, you
an't nssurc that any better delivery process could be expected than has been the
erformnnce record in these three.

+ 1 am sure you have carefully evaluated this, and others have, also, at the
Igl;cst levels in tho Pentagon. But obviously, something rather drastic has to
e done.

Genernl Kvocko. Yes, sir.

Mr. Monrouan. Aund it seems that your problem is in personnel and control
sther than in the commaund or management or operations system of DCS itself.
General Kuocko. T am not certnin that it is a communications failure. T don't
iink that it was a communications failure in the DCS, and I think that having
1w prople assigned to DCA would not have corrected any of the mistakes that
wk place in these instances, sir.

. ] L ] ® L] [ ] [ ]

Mr. Mouronan. You know, T don’t think there is any question but what
1ICS is relinble, as such. But my concern is the utilization of it properly, and this
es hack to the personnel point.

You scem to be very firmly convinced that any assumption of personnel re-
woneibility on your part would not be feasible.

General Krocko. Let me put it this way. In any consolidation of more re-
wnsibility in DCA, this would be almost my last priority. There are others
mt I would pat well beyond that, which would be in the ficld of planning, pro-
aming, the operational direction over expanded portions of the communications
stem.

But 8 command in the control of the people in the system would be very low.
here are others that would produce much more effectiveness.

Vo

* ] [ ] . [ ] *
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Ginee ib was personnel GHot LI Ubresss g
was responsible for tho communications systems fnilures, il appenars
that o « etermined effort must be initiated to improve the operating
yersonnel and, thereby, to improve the Defense Communications
!“)vstem. ‘Testimony reflected that the Department of Defenso has
initinted o program to automnate its communications centers, thereby
reducing the possibility of personnel crror. But regnrdless of automa-
tion, thero is still o personnel requirement, albeit roduced, and it is
the quality of that group which must be improved in order to pro-
mote system efficiency. This subcommittee does not suggest any
specific form which that improvement of operating personnel should
take, whether communications command or otherwise. Our only con-
cern is that it be undertaken immediately and that it be vigorously
implemented. We belicve that the Director, DCA, must bo iven
responsibilit for supervision of the personnel operating the CS.
We further believe t‘\nt ho should be responsible for evaluating the
performance of the oporating personnel and the DCS facilities.

A transfer of that authority to the Director, DCA, might lessen to
a degree the control of military commanders over their cominunica-
tions facilitics which have been nssigned to the DCS. However, sinco
those facilities comprise only one-fourth of the tofal Department of
Delense telecommunications assels, they would still have under their
direct control sufficient communications systems, equipment, and per-
gonnel to satisfy their tactical and command and control requirements.
It has been Jemonstrated, répcatedly, that the present divided re-
sponsibility for tho Defense Communications System has resulted in
unresponsive communications. The Nation has alroady suffered incal-
culubrc damage from that lack of responsiveness. 1t cannot aflord any
repotition in this very critical {)eriod. It is imperative that immediate
action be taken to upgrade the performance of all communications
gersonnel, particularly those assigned to the Defonse Communications

ystem.

DEPARTMENT OF DEFENSE COMMUNICATIONS
MANAGEMENT STRUCTURE

On May 21, 1970, Depuly Socretary of Defense David Packard
established the Office of Assistant to the Secretary of Defense (Tele-
communications). Mr. Packard testified before the subcominittee that
shortly after he took office, he became aware that the Department of
Defense had a serious prob‘cm in the management of communications.
IIe found responsibility fragmented and a need for contralized nuthor-
ity and control of resources. Ile snid there was no place where he could
learn how much was being spent on communications, and that there
was no approprinte means for coordinating the substantial portion of
communications under control of the militar departments. In order Lo
correct those deficiencies, he ostablished the new office referred to
above. That office is responsible for all arcas of telecommunications
except electronics and telecommunications integral to weapons Sys
tems. 1t will establish telecommunications policy and serve as central
pgiqt for coordination and review of telecommunications plans and
affairs.

Somo effort to consolidate communications rcs[)onsibililf:l at the

|

Office of the Secretary of Defense level was long overdue. The com-
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nunicntions management structure, which existed in Dopartment of
f Defense prior Lo ostablishment of the new office, was confused,
werlupping and fragmented. The fragmentation of responsibility and
oor management praclices have beon recognized for years as the
‘ollowing quote from a study of the Defense Communications Systen,
Inted February 1967, indicates:

In summary, the major probloms of the Defense Communications structure
‘odny nre a result of ‘)oor management practices. As a consequence, inadequate
sontrol and procedural processes weaken the fabric of what should be a close knit
sommunications structure. In fact, there is a serious question as.to the extent to
which the worldwide communications.systems of the DOD can be adequately
planned or mannged under existing procedures.

Given n sct of strong, water-tight principles and procedures for processing
conumunications requirements with proper coordination and validation, and a
strengthened manngement system atb all levels, the effectiveness and efficiency of
the Defense Communications structure ean be increased at little or no cost in
additionnl resources. Strong, aggressive management of DOD comnmunications
resources cannot be obtained, however, without the proper mix of peovle, coopera-
lion between participating clements, dynamic leadership at OSD, JCS and DCA
levels and agreement on cominon gqnls to be achieved, and the path to take to
tench these goals. While organizational changes might make solution of the
problems of the Dcfense Communications structure easier, the inherent weak-
nesses of the structure can be strengthened only through adequate management
and procedural changes. | . _

MILITARY DEFPARTMENT OIIGANIZAT‘ON

'he: organizationnl structure of Defense communications is based
upon the resources of the military departments. The departments are
responsible for engineering, installing, manning and operating Defenso
communicutions facilities, including those segments designated DCS,
for the Unified and Specified Commands?® and their component
combatant commands, and for the uniservice logistic and adminis-
teative support conimands. To carry out these basic communications
support lunctions, each military departinent has organized a separato
conunnnicntions command in continental United States with field
clements loented in ench commander-in-chiel’s geographical area of
respon=ihility, i.e., Burope, Pacilic, ote. Ench of those comimunications
cotmmunds is headed by an officer of flag or general rank. They are
in the direet chain of command of the military departiments and
report. throngh the chief of the service and the secretary of the de-
partment to the Secretary of Defense. The ficld elements of the mili-
tary departments’ communications commands perform the necessary
communications support function for the Unified and Specified Com-
mands and their combat component coimmands.

DEFENSE COM MUNICATIONS AGENCY

The Defonse Communications Agency (DCA) is a Departiment of-
Defense agency, established in 1960 to manage the Defense Com-
munications System (DCS), which was established at that same time.
The DCS was forined in furtherance of the Departiment of Defense
‘T'elecommunications Policy Objective of “‘obtaining maximuimn possible

s Combatant forces of the United States and thoelr direct support are assigned (0 seven Unifiad and one
Bpecified Command for the perforinance of military intsslons. Foices lrom each of the indlitary dopartmonts
are nsshened Lo the commands and are nnder the full operatlional command of the commander-tn-chicf of
thnt comumnnd while so assipned, ‘The Unifled Commands have missions orfented to n particulnr function
or geozraphic area while tho Specified Command, BAC, 18 responsibile for a strategic offonsive misst' o,

I?
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integration and compatibility of long-line telecommunications systems, .
consistent with military re(uliremcnts". Prior to that time, each of
the military departments had developed, independently, its own
communications system designed to squsl;{ its peculiar military re-
quirements. While those systems were similar, each satisfied different
requirements, and largely used different equipment. Thus, there was
little capability for interoperation of the systems; and, in many
instances, two or more scrvices operated duplicate facilitics at many
points throughout the world. In an effort to reduce communications
costs, to eliminate such duplicate, facilitics, and to improve the re-
sponsiveness of long-distance communications, it was decided to
integrate, within the DCS, tho long-distance facilities of the military
departiments (the so-called strategic communications) into a “single
worldwide complex consisting of all long-haul, point-to-point con-
munications facilities, personnel and material within the Department
of Defense”. That decision had no effect upon tactical communica-
tions which remained under the exclusive control of the military
dc)mrtmcnts. : ‘ -

l'estimony before the subcommittee reflects that, at present, about
25 percent of the total communications assets of the Department. of
De{ense is designated as-DCS [acilities. Another 25 percent is tactical
communications supporting field units, ships and aircraft. ‘The re-
maining 50 Qerccnt, described by the Director, DCA, as “nontactical
and non-DCS”, includes post, camp and station communications
facilitics, air-ground and ship-shore communications, Ariny area
communications systems and some intelligence networks.

The Director, DCA, undor the Joint Chiefs of Staff, exercises opera-
tional direction 7 of operating olements of the DCS and excrcises
management control® over those rescarch and development, planning,
engineoring and programing aclivities of the military departments,
unified commands and other Department of Defense agencies of thoso
arcas of endeavor which directly support the establishment aid pro-
gressive improvement of the DCS. In addition, the Director, DCA, is
responsible for obtaining the maximum economy and efficiency in the
allocation and managoment of DOD long-haul, point-to-point com-
munications resources. According to the testimony of the Dircctor,
DCA, his direction of thoe operating elements does not oncompass
command of the DCS operating facilities.

The military departments have been assigned responsibility for the
operation of tKe DCS, including the provision and maintenance of its
facilities, the training and assigmment of personmnel, tho supply and
service of the facilities and all other actions required to provide tho
actual communication service. ‘The military departments are also
responsible for enginecering, procurement and other activities incident
to the expansion or improvement of the DCS. Thus, while DCA
exercises operational direction of the operating elements of the DCS,

! Qperntional direction Is defined fn the DCA Charler as tho suthoritative diroction necessary Lo ensuge
sflective operation of the DCS. It includes: authority to diroct the oporating elements of the DCS, assivn
tasks to those elomants, and superviss the execution of thoss tasks; reallocution of DCS operational facilities
to accomplish DCA’'s mission; establish and presceibo 8 single sct of standards, practices, methnds and
ul;):(:::l:{:): ‘l;:(rj gle porforinance and oparation of the DCB, and analyze the system perlormance and opera-

* Management control as defined jn the DCA Charter inoans authority for the direct supervision, coordl-

natlon and revicw and, within approved programs, the continuing supervision, roview sad guidance to
achieve the management objoctives outlined 5 this diroctive.

19



e

has no anthority over the personnel and facilities which comprise
¢ DC'S, sinee thoso aro all controlled by the military depurtments.

OFFICE OF TIE BECRETARY OF DEFENSE

Hefore ~stablishiment of the Office of the Assistant to the Secretary
Defen-e (Telecommuniceations) in May 1970, overall communica-
ms poliey direction and resource management were exercised by
wious elements within the staff of the Secretary of Defense. Four
sistant secretaries ol Defense and the Director, Defense Research
il Engincering, ench had responsibility for a portion of communica-
ons management which was divided among those oflices along
metional lines. Such functional orgrnization was not approprinte for
ic manongement of communications, since each office performed only
3 own functional responsibility, with the result that communications
as not considerod as a system requiring integrated and unified con-
deration and u corporato management. While the oflice of the Assist-
1t Secretary of Dc}enso for Installations and Logistics was designated
1 the “staff focal point”.for cominunications, thero were many
ymmunications functions over which that office had no nuthority, e.g.
ymmand and control communications, which was within the autﬁority
- tho Assistant Sccretary for Administration. Instead of a single
fice with authority to coordinate all communications activities
wrried on by the military departinents and DCA, Yortions of those
stivities weroe supervised by numerous offices within the OSD staff.
hose fragmonted and overlapping responsibilities resulted in inefli-
ont and ineflective communications management throughout the
'epurtment. For example, the Dopartment did not have readily
vailable such elementary management information as its total
ymmunications costs and its total communications resources. This
ul other examplos of thoso loose management practices will be
iscussed in the Jollowiug sections of this report.

COST OF COMMUNICATIONS—$3 BILLION OR $6 BILLION?

The Departiment of Defense estimates of its annual communica-
ons costs in recent yenrs possibly have missed the mark by as much
3 $3 billion. Since no formal system of accounting for communica-
ons costs was maintained until 1969, the Departinent was unable to
wply any firm figures for those costs. In tho absence of firm figures,
1ic Department furnished congressional commitiees with what it
srmed “approximate levels of expenditures”. Those figures varied
idely nmong different Department of Defense witnesses. Ifor example,
iis subcommitteo took testimony from two wilnesses concerning
mmunications costs. Deput Secretary David Packard testified that
ic estimated costs for fiscal years 1970 and 1971 were $2.31 and
2.25 billion, respectively, while Mr. Thomas Moran, Deputy Comp-
‘oller, Department of Defense, placed thoso estimates at $2.76 and
2.51 billion for tho same years. In November 1969, Secretary of
lefense Melvin Laird, in testimony before the House Approprintions
ommittee, placed the fiscal year 1970 estimate at $3.06 billion.
llmem discrepancies were explained by Deputy Secretary Packard as
llows:

* + * The figures, I think that I submitted in response to your question, were
little higher than this * * * I think they are. That simply reflects the fact
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that the figures have been refined since the time we put them together here in
December. But again, I can’t ussure you those would be within a couple hundred
million dollars to be correct. It is on the low side anyway. It is beeanse the budg-
eting and financial control system does not bring all of the costs in the Depart-
menl that rclate to telecommunications together in any orderly, systematic
manncr. That is one of the things that is going to have to be fixed.

Subsequently, the heurings disclosed that, in furnishing thoso
figures, the Departiment of Defense was only reporting about half of
its overall communications expenditures. That fact was disclosed by
the testimony of Mr. Moran that those figures were only for “classical
communications” costs. He explained that classical communications
excluded command and control communications and those communi-
cations delivered with a weapons system. Some iden of the impact that
exclusion of those itemns has upon the totul expenditure can be gleaned
from the following testimony of Mr. Moran:

Mr. Lavny. Mr. Moran, if the command and control communications and
communications in support of wenpons systems were included within the overall
cost of the Department of Defense communications, do you have even an approxi-
mation of what this figure would come to? : -

Mr. Monan. If you included all the command and cantrol functions, and the
communications supporting command and control, along with the classical
communications I have given you, it would increase that number in 1971 by
$3.178 billion. -

Mr. I;Iou,onm. You mean it would increase it by that amount or to that
amount

Mr. Moran. It would increaso it by that amount.

Mr. MouLonan. By that amount.

Mr. Monan. In other words, we have $2.515 billion and $3.178 billion, or
roughly $56.7 billion.

Mr. MonLonan. In other words, we have $5.700 billion a year of cost in our
commaunications system in the Department of Defense?

Mr. Moran. In command, control and communications. Now when you get
into command and control, I might explain a bit for clarity. Of that $3.178 billion
in command and control, $1.321 billion is military salarics and wages. You sce
these are not communicators in the classical sense, they are people who stafl the
comuinand headquarters. : ‘ -

Mr. MoLLonan. That is a cost of communications though?

Mr. Moran. Command and control, yes, sir. And you have about $1.363 billion
of operations and maintenance costs. That is to maintain the building, and the
terminal devices, and saluries of civilian people. '

Mr. Movronan. But all of this is a legitimate assignment of costs to the field
of communications?

Mr. Monan. To the field of command, control and communications.

Mr. MoLronan. You couldn’t have cominunications if you didn’t have officers
and men to stafl it. :

Mr. Moran. Many of these people I think at the command headquarters are
carrving out functions other than communications. '

Mr. MoLLonan. Then what you are giving us is an outside cost figure?

Mr. Monan. I believe this is an outside cost figure, yes, sir. I want to add again
I still have excluded from this communications delivered with a wenpons system.
That would be the communications on board of a ship and, as you know, that is
substantial.

Mr. MoLronan. Do you have a rough estimate of those you could give us?

Mr. MoRran. I don't have an cstimate on that, I am sorry.

In view of the inability to even approximate the cost of communica-
tions delivered with a weapons system, except for Mr.. Moran’s
statement that it would be “substantial”’, it appears that an estimate
of $6 billion for total communications costs is much more realistic
than tiho $3 billion figure usually cited by the Department of Defense
oflicials.

Notwithstanding the installetion of an accounting system for
communications in 1969, the witnesses were unable to offer much



wcourngenient for improvemont in the near future. Mr. Packard said,
We are putting the figures together for the 1972 budget as nccurately
» we can, but I don’t want to give this committee the impression
mt we have precision yet”. Mr. Louis deRosa, Assistant to the
peretary of Defenso for I'elecommunications, indicated that his now
Tico will not bo equal to tho task for some time. Ho testified that he
nd been unable to locate rcrsonnel to staff his resource managemont
'etion, and as a result will be handicapped in attempting to review
1 cominunications budget submissions of the militury departments.
[v. deRosn testified that the “major difficulty will come in inability
» brenk down, for examplo, how much of the 8 & M funds (operating

il nmintenance funds) are going to communications * * * so if it
considered economical to do this, it would still take several yoars to
't the services to conform to a new budgeting procedure designed to
renk out theso roturns.”

Loose management practices in the Dopartment of Defenso resulted
vacompleto loss of control over communications assets. It is impera-
ive that such control be established if any significant improvemeont is
» be expeeted in any phase of communications management. In order
» accomplish that control, tho resource management function of the
flice of tlm Assistant to the Secretary of Defense for Telecommunica-
ons should be stafled as expeditiously as possible, and it should be
irected to conduct an intensive cffort to identify all communications
nsts in tho current fiseal year. That identification should include all
spenditures  for  procurement, operation and maintenance, and
senrch and dcvu!upnmnt for the DCS, tactical communications,
non-DCS and nontactical”, command and control communications,
3 woll as communications delivered with a weapons system. Such
isibility of communications resources is an essontial preliminary step
) effective management. - o

WEAKNESSES OF DIVIDED MANAGEMENT RESPONSIBILITY FOR DCS

According to its charter, the mission of the Defense Communica-
ons Agency is Lo “ensure that the Defense Communications System
i be so planned, engineered, established, improved and operated as
> effectively, efliciently and cconormically meet the long-haul, point-
wpoint. teleccommunications requirements of the DOD” and to
obtain the maximum economy and efliciency in tho allocation and
mnagement of DOD communications resources”. In performing that
ission of DCA, the director has been delegated nuthority to exercise
mnagement control and operational direction of the operating ele-
wents of the DCS. Since the DCS stops at the mainframo of bases,
osts, eamps and stations, the authority of DCA stops at the same
oint, n point considerably short of the total nontactical communica-
ons system of the Department of Delense. :

While granting that apparently broad management authority to
e DCA, and its director, the charter provides l.'iml, the Sceretaries of
e military departments shall bo responsible for exercising operation
nd maintenance management of the facilities and resources that nre
saigned in support of, or related to, the DCA. That separation of
mnngement responsibility has had o serious impact upon the effective
md eflicient operation of the DCS. All communicantions resources, in-
luding those «Lesign:u,ml DCS, nre the property of the military depart-
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ments. And all opernting personnel, including those assigned to the
operution of DCS facilitics, are controlled by those departinents. ‘The
net effect of that divided responsibility is that instead of a system,
thero is a conglomerate of Army, Navy, and Air Force facilitics,
designated DCS, over which DCA has little, if any, authority. More-
over, the military departments control the purse strings of the DCS
in that they furnish the funds for the procurement of ‘equipment and
supply the manpower for engineering, construction of stations and
installation of equipment. It 18 possible for funds programed for the
DCS to be reprogrumed unilaterally bx o military department to
other purposes without approval.from DCA. :

One example of the poor results of that divided management
responsibility is found in the poor performance of the DCS Auro-
VON system. AUTOVON is the ]l)CS automatic voice network, a
telephone system containing preemption equipment which permits
high priority users to seize circuits actually being used by other callers
when circutnstances demand such action. Of more than 17,000 AUTO-
VON access lines, some 6,000 have some preemption capability with
about 4,000 having preemption capability through the flash category
call. It was intended as a command and control system, but it is also
used for general administrative purposes. At its inception, the invest-
ment cost for AUTOVON was estimated at $46 million. Through
fiscal year 1971, however, the investinent cost had exactly doubled to
$92 million. The annual operating cost for AUTOVON in fiscal year
1971 was $129 million. Throu[.ilmut its brief history, AUTOVON has
been plagued by a poor completion rate. Less than hall the AUTO-
VON cnﬁs initinted can be completed.® ‘The cause of that poor com-
Netion rate was identified long ago as an inadequate number of nccess
lines from subscriber locations to the AUTOVON terminal points.
Tho access line inadequacy prevents call completion in two ways—by
not permitting the cnﬂcr to obtain nccess to the system or, once havine:
gained access and his call having traversed the system, by not perii-
ting its egress to_the party called. Since the military departments,
which are responsible for the leasing of access lines, have been unwill-
ing to subscribe for the required number of those lines, DCA has
been unable to improve the responsiveness of the system. General
Klocko testified that his authority to improve AUTOVON, as with
other DCS systems, is limited to suggesting that the military depart-
ments acquire the requisitc nummber of lines. When they rejected his
suggestion, he presented the issue to tho Joint Chiels of Stafl, who
sustained the position of the military departments, and directed him
to study the possibility of a reconfiguration of the existing nccess lines
in order to improve cflicioncy. He testificd that the reconfiguration
study has becn completed, and he is now working with the scrvices
attempting to persuade them to reconfigure their access lines.

General Klocko candidly admitted hmt he regarded his lack of
authority to direct the acquisition of desired equipinent and operatioh
of that equipment as a weakness in the DCA managemeut structure.
Il testified that he believed n proposed rovision of the DCA charter
extending the DCS to end facilities, o.g. telephone exchunges, local
base distribution exchanges, on-line computers, etc., would improve
DCA management. His answers to the following questions illustrate,

' Asa basls of comnparison, the commnerclal Direct Distanco Dinling system and the Govorninent's Federal
Telecommunicatlons Bystem each average about 76 percent cll completion.
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however, that the proposed revision would have little effect in im-
proving his authority.

Me. Motrouan. But the question we are Lrying to get the answer to is whether
or nol, under this revised charter nuthority so far as you are concerned, you will
not have this decision?

Cenernd Krocko. No, sir.,

AMr. Morronan. You will not have it?

Genernl Kroeko. 1 will not have it.

Mr. MonLosan. In other words, this does not change your posture in any

sense in regard to your making this kind of a decision?

Cieneral Krocko. That is correet. As far as the decision. But where I stand now,
I don’t even mnke a recommendation. I don't even think about PBX's.

Mr. Mowvonan. Then what this change really does is make it possible for you
to present vour view!?

General Kuocko. Tt makes it possible for me to think about it, and to put in
reconunendations, to work with the departinents on problems associated with
this type of equipment.

Such o limited change would do little to improve the management
. ,)rul»lvm which exists in the AUTOVON and the other systems ol DCS,

Ihe heart of the DCA management problem was succinetly stated by
Genernl Klocko as follows: :

When it comes to ordering the departments to do things which cost moncy, this
alwavs eets sticky beeanse they have certain statutory rights on the handling of
their Tumils whiceh is haed to eircamvent.,

Unless DCAis granted that authority, it will not be able to exert
suflicient impetus to improve management of the DCS.

Another exunple of an effect of the divided managemont responsi-
hility is the Inck of DCA authority over the DCS fucilities and operat-
ing persounel. Those facilities and personnel are all under the suthority
of the military departments. DCA has no authority over thoe selection,
training and assignment of operating personner assigned to DCS
[ncilitics, nor does it havo nny authority to evaluate the performance
of personnel or the facilitics. That point was brought out during
General Klocko's testimony when Chairman Mollohan asked:

May I ask you specifically, do you have any role at all in the education or
training programs for the personnel who are to man thess systemas?

Gieneral Krocko. No, sir. Directly, no. If we find that there are deficicncies
in the training, this is part of the management control I mnentioned earlier that
I would mention to the Military Depnartment or to JCS. Primarily to the Military
Department. ' .

Mr. Movtonan. But you do not prescribe any course which they should take?

General Knocko. No, sir.

Mr. Mowronan. This is the responasibility of the separate commands?

General Krocko. That is correet, sir.

As nresult of the flagrant errors attributod to DCS personnel during
tho transmissions to EU.S.S. Liberty, Admiral Fitzpatrick was inter-
rogated concerning disciplinary measures which DCA could take
agninst DCS facilities or operating personnel whose porformance was
substandard. His testimony reflected that no action could be taken

by DCS: '

Mr. Lanuy. That is the question I had. The JCS, as T understand your pre-
vious testimony, would be unable to take any action against the Army station if
they “flubbed’’ this mesange, is that correct?

Admiral FrrzeaTrick. That is correct.

. oo * R . * .
Mr. LarLy. Could the DCS take action? = ° : '
Admiral FitzeaTnick. No, sir. :
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Mr. LaLny. But when an investigation determines o delicieney in a pactiecd: -
communications aren, no anthority except the military department invols
take nction against the particular person or station who is deficient?

Admiral Frrzeatiuex. That is correct. So consequently, if there is a o o
performance, the director of the DCA, for instance, or one of his enrlicr oo
manders, would bring this to the uttention of the military depnrtment who had
the O&M respousibility for the operation of that station, and that conunander
would take the necessary action, not only to correct it, but to institute discipli-
nary procedures where that was necessary.

* * * * * * *

~ Mr. MoLrLonaN. What you are saying is that DCS docs not have any direct

authority over the various compouents of its system. '
Admiral Frrzratiick. They do not have authority currently, might I adid.

They do not have authority to tell the Army or the Navy or the Air Force, “Yaou

will spend money, you will assign personnel, you will use your resources to do
this.” It is against the law.

DCA'’s lack of authority to direct military dopartment action for
improvement of the DCS, and its inability to direct disciplinary action
against oporating porsonnel, whose errors have caused DCS to perform
poorly, are symptoms of the managemont weaknesses which make it
an impotent organization. Its authority has not been sufficient for
managemdnt of DCS as a system. Consequontly, the DCS has been
unable to finclion officiontly as a systom; it is merely an association of
facilities tied together and attempting to act in concert, but with no
central authority to direct ils actions.

Mr. deRosa testifiod that ho thought that the Director, DCA, should
be authorized to train operating personnel, and to evaluate their per-
formunco, as well as the performance of the DCS facilities. He frankly
admitted, howover, that no action had been initiated to grant that
authority to the director. It appoars that no action will be taken as the
following testimony of Deputy Secrotary Packard indicates:

I think the basic structure in which the services are respounsible for providing
the forces, including the maintenance of the forces, is an appropriate contiguration,
and I don’t sce the likelihood of making a change that would not involve some much

more complex problems and difficulties than we have in trying to utilize the serv-
ices and kcep them under effective control.

Witnesses who testified during the hearings generally agreed that
establishment of the DCS and F)

i)rovement in long distance Department of Defense communications.
from our exnmination, it is obvious that strengthening the munage-
ment of the DCS can bring about another significant improvement.
The cost of that improvement would be the relinquishment by the
military departments of their responsibility for operation and main-
tenance management of the DCS to DCA. If the DCS is to funclion
as a system rather thon as a group of associated enltities, it is essentinl
that the entire operntion be mnanaged by a single authority. The objec-
tives of an effective, efficicnt, economic system established by the DCA
charter can only be accomplished by such centralized management.
If the military departments are unwilling to cede their DCS mmm;lzc-
ment authority to DCA, then the Secretary of Delense should consider
the altornate possibility of abolishing DCA and designating one mili-
tary department as- the action agency for. overall operation of the
DCS. In any event, immediate steps must be taken to improve the
management of DCS by the designation of one organization with
complete responsibility for effective management of the system.

CA had produced a significant im- -



WEAKNESSES IN DCA ENGINEERING STAFF

"The engincering responsibility for the DCS, like most other re-
sponsibilities of that system, has been divided between the DCA and
the military departments. DCA has been assigned responsibility for
engineering the DCS as a system while the military departments have
been nssigned the tasks of “detailed eugineering in support of DCS”
and “performing installation engincering”. Genernl Klocko testified
that the military departinents are responsible for enginecring the sub-
systems snch ns A TOVON and AUTODIN while DCA has the
responsibility of engincering the enfire system of the DCS.

In 1963, the DCA engineering oflice, known as DCIEQO was estab-
lished. That oflice soon beeame involved in the preparation of detailed
engineering specifications for various cquipments being procured for
DCS subsystems. In some cases, DCEO drafted the detailed engineer-
ing specifications, while in others it reviewed and approved specifiea-
tions which had been drafted by personnel of the military departments.
During the subcomnittee’s investigation, five ‘procurements which
were bascd upon specifications either draf ted or approved by DCEO
were oxamined. In each of those procurements, eficiencies in the
specifications resulted - in products which were unusable: Actions
tnken to correct the deficiencies resulted in substantial cost increases
and long delnys in production of the equipment. A short summary
of ench of those procurements follows. i

PROCUREMENT OF DIGITAL SUBSCRIBERR TERMINAL BEQUIPMENT

Iach subscriber to the AUTODIN subsystem requires terminal
equipment to obtain a means of system ingress and egress. This
terminnal equipment consists of a common control unit, similar to a
small computer, and paper tape and card input/output devices. Such
terminal equipment lmd been leased from manufacturers until an
economic analysis conducted by DCA demonstrated that substantial
snvings could be roalized through Government procurement of the
terminals. Although terminals were commercially available for pur-
chase as well as lense, DCA drafted detailed engineering specifications
for Digital Subscriber Terminal Equipment (DSTE) which would
sntisly subscriber needs.

In June 1965, a fixed-price contract was awarded General Dynamics
Llectronic Division for procurement of 1,046 terminals at a cost of $45
million. The procurement was supervised by the Department of the
Army. Delivery of the equipment was to commence in April 1966 and
to bo completed by November 1967.

By summer 1966, it was learned that the terminals, being manu-
fnctured nccording to the DCA specifications, were unacceptable.
Since the prime emphasis of the specifications involved the security
of the equipment, the contractor produced terminals enclosed in
cnbinets that were too large and heavy; they did not allow convenient
access for operation of the equipment and for maintenance. As General
Klocko described it, “There were some major mistakes made, par-
ticularly in tho case of the DSTE, whero the specification was applied
by the contractor in o way which made an unworkable picce of equip-

“ment, and it turned out that, although it complicd with the specifi-
calions, it was unusable Lo all intents and purposes”. The contractor
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was ordered lo stop work and the specifications were reviewed by
board composed of representatives of DCA and the military depart--
ments. The board concluded that ““the Government appears (o e
basically-at fault for n\lowil(\Jg such-a series of encapsuluted equipren
uction stage.” It further found that there,
was inadequate coordination and exchange of information among the
various Department of Defense offices involved in the program. That
board believed that coordination of all of the intercsted agencies could
have prevented production of the inoperable equipment. The original
specifications were then modified and the efforts of the contractor
wero redirected. The cost ‘of that modification and redirection wae
approximately $30 million, thus increasing the unit cost from shoor
$43,000 to $73,000 cnch. In addition, the initial-delivery dute was =
back to December 1968. Delivery under the contract had not bevn
completed at the time of General Klocko’s testitnony before the sub
committeo in Septomber 1970. Other contract modifications hind
increased the contract price to $79 million by September 1970. In
addition, there were contractor claims arising from the contract total-
ing about $5 million. Thus, the total cost o the DSTE is now about
$81 million, roughly an 86 percent increase over the original contract
rice. - : - P
! General Klocko testificd that less than half of the finished termina'
which have been delivered are being used by subscribers. The ve-
mainder are being stored at a signal depot. He admitted that many of
the Department of Defense subscribers prefer to continue using con-
mercial terminals they leased while the procurement of DSTI lagged.
He attributed subscriber reluctance to replace their leased cquipment
with Government-owned terminals to the greater versatility of the
leased equipment, which is able to perform more functions than the
Govcrqnﬁeut—owned DSTE.

AUTOMATIC DIGITAL SWITCH PROCUREMENT

A fixed-price contract for procurement of 11 automatic digilal
switches for tho Defense Special Security Communications System
was oxecuted in July 1966 with International Telephone & Telegraph
for $6.9 million. By early 1967, Nationul Security Agency determined
that the switch being manufactured according to specifications which
had been prepared by Defense Communications Agency and approved
by Director, Defense Resenrch and Eungineering, would not salisfy
the operational requirements of itls user. The inadequacy of the
switch was described by General Klocko in the following testimony,
“] would say that the major problem was in working out this require-
ment in translating this requirement into the actual specification, and
the engineering involved with this procurement”. Ho further admitted
that the engincering slpcciﬁcntinns were defective and that the ve
sponsibility for their defectivencss lay with the DCA program mn
and the DCA engincering staff working with him.

When it was learned that the switch being manufactus
unsatisfactory, an clfort was made to reviso tho specification
correct the deficiencies. That effort consumed more than a year st
it wos not until August 1968 that the amendment to the contract. w
furnished to the contractor. It was soon learned that the contrar



price. would bo substantinlly incrensed gs a result of the amended
specifications,

On August 14, 1968, the contractor was ordered to stop work on
the contract. Thut “stop work” condition prevailed until gcptember
1969 when the contract was terminated, The Deputy Secrotary of
Defense, in January 1969, ordered the procurement reduced to three
switches, if they could be obtained for the original contract price. But, -
the contractor informed the Defenso Department in February 1969
that threo switches would cost an additional $8.8 million. That ro-
posal was debnted by the various Department of Defonse offices wf)ich
were interested in the contract, i.e. Assistant Secrotary for Installation
nnd Logistics; Director, Defense Research and Engineering; Defenses
Conmunications Agenc '; National Seucrity Agency; Deputy Secre-
tary of Defense for nnodlcr 8 months before the decision to terminato
the contract was finally renched on September 11, 1969, During that
13-month period, while the various management ontitics of the Depart-
ment of Defense sought to reach a decision, the contractor’s cosls
increased by about $2.74 million.

This procurement, demonstrated the weakness of the fragmented
manngoment of Department of Defense comimunications, as well g
the wenkness of the enginecring office of the Defense Communications
Agency. -

MODEM PROCUREMENT .

In Juno 1065, a contract was entered with Hughes Corp. for pro-
duction of 450 high-speed wireline modems at g price of $1,366,000.
A modem is & modulator-demodulator device for converting digital
signals produced by data equipment to analog form for transmission
vin voice frequencies and, conversely, analog signals to digital. The
onteact provided for delivery to commence i ﬁpril 1966 and to be
oncluded by June 1967. Detailed engincering specifications for the
nodens were deawn by Army and approved by ]!)CA.

Teelinieal problems encountered in the manufacture of the modems
et the initial delivery date back to January 1967. During tests of
he preproduction models in November 1966, it was lenran that the
nodems being manufactured according to the Government specifi-
nlions would not satisly operational requirements. The contractor
roposed numerous changes to overcome deficioncies in the engincer-

ispecilications b a cost of $659,000. Since there was no assuraice
hat these changes would produce a completely nceeptable modem,
e contract was terminated. S

DCA has advised the subcommitico that 65 modems were pro-

nced, but that none of them could be used in operntional systems.
3 an nlternative, they have been utilized in an oxperimental system
“the Avmy. The conirnctor is claiming $910,000 under this contract
hich only produced a modem which couldn’t bo used in an opera-
mal system. ) '

In 1969, another contract was entered with Iughes Corp. for pro-

iction of 218 modems at  cost of $2.5- million.

PROCUREMENT OF SECURE VOICE ACCESS BYSTEM

The Secure Voice Access Systom is a component of the Automatic
cure Yoico Communications System' (AUTOSEVOCOM) of DCS.
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In order to hasten procurement of that component, n letter contract
was awarded Philco-Ford in October 1966 to produce it. ‘T'he contract
prico was subsequently negotiated at $9.7 million.

By July 1969, that contract had been modificd 49 times. Many of
those modifications resulted from deficiencies in the specificalions
which had been drawn by the Army and approved by DCA. Those
modifications had increased the contract prico by approximately $9
million, an increase of about 90 percent. DCA’s proposed history of
the AUTOSEVOCOM slystem offered a possible exl)\mmtion for the
deficiencics by stating that, “the various AUTOSEVOCOM specifi-
cations should have been moro thoroughly coordinated with DCA and
the other Mildepts by the Ariny.”

AUTODIN SWITCH PROCUREMENT

In furtherance of the DCA plan to extend the AUTODIN system
to overseas areas, a contract was entered with Philco-Ford in 1964 for
procurement of 11 automatic switches at & price of $31.3 million. The
enginecring specifications for that switch were drafted by DCA. A
subsequent increase in quantity to 13 switches increased the contrpe!
price by about $6 million. By September 1970, however, the cost of
those switches had increased Lo $62.5 million, n 100-percent increnso
over the original contract price. General Klocko testificd that con-
tract changes were largely responsible for the increased costs. 1le
further stated that several of tlmse contract changes were necessary
because of deficiencies in the engincering specifications.

The inadequacy of the DCA engineering office has been recognized
by the Department of Defonse. Mr. doRosa, Assistant to the Secretary
o{ Defense for Telecommunications, when asked to furnish an ap-
i)misul of that staff, indicated that he believed it needed improvement.
1o stated:

I have recognized that the dmwinpi(u of specifications is one of the weaknesses
in our procurement proccsses. 1 tal cS several tines with the program people
who are in charge of the programming, working with DCEQ, which is our engincer-
ing branch, and have told them to Fook into the problem to sce whether we are
properly drawing specifications. Whether we are drawing them in too much detail
or not cnough detail, it could be either of these.

I haven’t yet put a fix on the drawing up of specifications. As you recognize
it is a very, very difficult thing to do, Lo draw up a specification which a contractor
can take and produce exactly what is required.

BYBTEM ENGINEERING FACILITY

In 1969 DCA established an additional enginecring oflice, System
Enginecring Facility (SEF), to discharge its responsibility for con-
ceptually engineering the future DCS. The autl\orizcd strength of
SEF for ﬁscfl year 1971 is 121 persons with an ultiinate strength of
147. DCA has estimated the. total investment cost for SEI will be
approximately $7.8 million, and that its annual operating cost will be
approximately $2.4 million. General Klocko distinguished system
engincering, which he identified as the responsibility of SEIY, from
suﬁsystem enginecring, which ho identified as the responsibi{ity of
DCEO. Ho further described the mission of SEF as follows:

Its systein engincering talent will generate the essential technical foundation
necessary to provide a long-range DCS 'plan acceptable to the Seerctary of Defense.
This plan will set forth all the information required to decide what the future DCS
sha!l be, which path of ovolution from the present DCS shall be followed, what
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research nnd development must be emphasized, and which transitionnl improve
ments of the DCS shall be implemented by the military departments.

My ability to conccptually engincer the DCS of the future will be measured
Ly the ahility of this Facility to become current with the state of R. & D. performed
by the military departments and industry, to foreenst accurntely what is tech.
uologically feasible 10 years from now, to apply this knowledge cffectively and

efliciently to the design of a system responsive to future user requirements, and

to technienlly desceribe the transitional paths spanning the next 10 years.
* * » » * * T

This team cffort will ensure complete understanding of today’s system and its
“horteomings, the military departments’ ongoing 1. & 1). programns, future user
requirements, and concepts to fulfill these requirements. It will ensure com-
patibility amongg Mmture system engineering. Further, it will ensure that planning
seanences likewise are compatible, and that subsystem plans and implementation
plans for near-termm improvements to the DCS are In accord with the Sceretary
of Defense's seleeted evolutional scheme.

It would appear that a system engincering plan should have been
the basis for the DCS at its inception. The Fﬂi ure to devclop such a
plan before constructing the DCS has no doubt contributed to some
of the problems of the system. Although it appears that the major
subsystems have been substantially completed and are now operating,
a system plan should be developed in order to ensure that the future
DCS will bo botter planned and more responsive to the requirements
of its users. -

According to the testimony of Mr. deRosa, system engineering is a
highly specinlized aren of communications which requires a staff with
wide experience. Ile questioned the ability of the SEI staff to perform
that function. He said that he believed half of the staff presently em-
l)loyc(l nt SEI did not possess the qualifications for system engineering.

Ie went on to say that it would require a training period of 3 years m
order to qualify those people. And he further testified that he believed
it would be dillicult to recruit additional people who are qualified sys-
tem engincers because of the salary limitation at SET.

Mr. deRosn testified that his concept of the function of SET differed
fromn that of General Klocko. Because of the limited capabilities of the
stafl in tho ficld of system engineering, Mr. deRosa testified that he
thought that SEX' would be a group of%xighly technical project mmanag-
ers rather than system engineers. Ile stated his view of the function
of SET" s follows:

I would like to sce it perform a monitoring function rather than a complete, seclf-
contained engincering facility. For the reason I mentioned before, that is to say it
is extremely diflicult to get one organization with the depth of competence in each
of the required technologics necessary to be able to handle everything.

The subcommittee nlso noted that the establishment of SEI has not
climinated DCA neod for contractor support in the field of system
engineering. Moreover, Mr. deRosa testified that he did not believe
that requirement could be eliminated even alter SEX is fully opera-

_tional. In fiscal year 1970, more than $3.7 million was obligated by DCA
for contractor support, and in fiscal 1971 pver $2.2 million has already
been oblignted. '{‘hose fipures are a considerble increase over the $1.6
million oblignted in fiscal 1968 and $3 million obligated in fiscal 1969.
T'he steady increase in contraclor su‘)lport costs for systemn engineering
appears to confirm Mr. deRosn’s beliel that SEF will not provide a
complete in-house system engineering capability. .

An objective evaluation of the entire DCA engineering structure 1s
indicated in view. of the poor record of the DCA engincering staff in
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drafting speciljcntions for procurements, and the questionable enpu .
oy A N A . .

bility of the SEI stalf. That evaluation should determine whether there

. " . ]

is a need for DCEQ or whether that function might be performed more

_ capably by the military departments. If it should be found that n need

exists for a DCA engineering staff, the function of that staff should !
clearly defined and each of the current staff members should be evi
uated to determine whether he is qualified to perform the (asks
which he was hired. That evaluation should also examine SEI.
function and its staff. Since half of the stafl currently assigned to S
is not qualified to perform system engineering, thereby requirine:
continued dependence upon contractor support in that aren, there is »
scrious question whether the appropriation of additional funds for
SEI" is justified. It appears that the system engincering task might he
assigned to one or more of the military departments, thereby eliminat-
ing the large appropriations which will be necessary over the next
several years for the establishinent and completion ofv SEF.

IN-BTATION PROCESSING IMPEDES SPEED ‘OF SERVICE

The Department of Deéfense has established four precedence cure-
gories for the messages transmitted in its systems. Those precedences,
in diminishing order, are: flash, immediate, priority, and routine. One
of those designations is assigned to each message by the sender,
indicating his desired speed of delivery. The precedence designation
guides communications sttcm personnel in the processing, trans-
mission and dclivery of all messages. The rule in all Department of
Defense communications facilitics is that messages are handled on
first-in-first-out basis in the order of the precedence assigned.

Speed of service objectives have also been established for the tren -
mission of messages in each of the precedence categories. The “flnsl:’
category has an objective of 10 minutes; “immediate” has an objective
of 30 minutes; for “priority’’, the objective is 3 hours; while the
“routine’” category has an objective of 6 hours. During his testimony
in March 1970, General Klocko, Director, DCA, testified that the
DCS AUTODIN subsystem not only imet but improved upon those
speed of service objeclives. He testified, ““The avernge message
handling time is 11 minutes—ranging from 2 minutes for flash messng
to 20 for routine traflic.” During his later appenrance, it was deter-
mined that the Director was reterring to the time elapsed from the
introduction of a message into an AUTODIN switch until that same
message is received at the switch serving the addressee of the message.
Those figures do not consider the time elapsed from the filing of the
message at the initialing communications center until the time it is
available for delivery at the terminal serving the addressee. This
latter period, the writer-to-reader time, appears to be a more valid
measure of the effectiveness of the communications system, since the
additional time so consumed is substantial. A comparison of both
measures is found in the DCS Communications Management Hand-
book for the 2d quarter calendar year 1970. Statistical charts in that
handbook reflect that, during the first half of 1970, the averago elapsad
times from switch to switch for each of the precedence calegories
were: Flash, 5 minutes; ilnmediate, 8 minutes; priority, 15 minutes;
and routine, 26 minutes. Another chart reflected, however, that,
during that same period, the average time elapsed from the filing of »
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message until it was available for delivery in ench of the categories
was: I'lash, 69 minutes; inunediate, 1 hour, 40 minutes; priority, 214
hours; and routine, 314 hours. Thus, the average time elapsed from
writer Lo reader in 1970 was from 8 to 13 times longer than the eclec-
lronie transmission time of those messages. That (ﬁmrt also reflected
ittle, if any, improvement when the 1970 times were compared with
he sume period in 1969; in fact, the only significant change was a
legrndation in the flash precedence where the average elapsed “time
n 1970 was more than double what it had been in 1069. |

The elapsed time beyond that required for electrical transmission
vas described by General Klocko as processing time. Processing in-
ludes preparation of the messngoe for electrical transmission, encryp-
don, il necessary, and any waiting time resulting from a message
weklog in its precedence category. Similar processing is required at
ho receiving station in order to properly format the message for
lelivery to the addressco.

The time required for processing messages has been a problem in
Jopurtment of Delenso communications for a number of years.
\ccording to the testimony “of Mr. deRosa, little progress has been
nado during that time in correcting the problem. He testified that he
vas nware of studies of in-station processing time, which had been
.onducted 10 to 15 years ago, but that ‘“the prqi)lem is no better
olved 10 or 12 yemrs afterward”.

Subcommittee witnesses had testified that the processing time,
:xperienced during tho 1967 transmission to U.S.S. Liberty, would bo
‘educed today by (1) the conversion of mmanual relay stations to auto-
nated equipment, and (2) the installation of optical character readers
wnd othor equipment that would eliminate manual processing. Those
redictions, however, appear to be contradicted by the statistics
eported in tho DCS Communications Handbook, cited above, which
lo not reflect any significant improvement during the first 6 months
f 1970. One of dno factors whicfl appears to have hindered improve-
nent of processing lime is that the problem has not been approached
m u system basis. The attitude in the Departiment of Delense ap-
wears Lo bo that processing time is a problcm of the individual mili-
ary departments rather than DCA. 'The following interrogation of
ienerad Klocko, Director, DCA, oxemplifies that attitude:

Mr. Lanuy., Well, have any spced of service objectives been established by -

YCA for processing time in message centers?

(:vum-ul Krocko. That is not done necessarily by the communicator. In other
cords, they arc working as fast as they can. Pardon me, it is done by the com-
annicntors, but it isn’t somcthing that we can control very well.

This is o matter of the precedence which is put on, and how much traflic there
3 in the center at the time, in preparation portion of the communication center.

Mr. Larnny. Well, since the processing time has added so much to the time for
etting the message through, isn't there any concern on the part of the Defense
department to improve this processing time?

Genernl. Knocko. On the part of the military departments. Remember, we are
nlking nbout a terminal here, which is not a portion of the DCS. The military
epartments are constantly confronted with this problem.

It is clear that the military departments have failed to make any
ignificant reduction of processing time by their independent ap-
wonches to the problem. [t appears that a significant reduction can be
Heeted only by centealizing the responsibility for inprovement in one

niity ather than the several which now share that responsibility .
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The Oflice of the Assistant to the Secretary of Defense (Telecommuni-
cations) appears to be the logical point for that coordination of the
efTorts of u{l Department of Scfcnse communications facilities, That
official should be able to exert suflicient control over the various
communications facilities and thereby solve this problemn which has
degraded defense communications.

BATELLITE COMMUNICATIONS SYBTEA‘—VICTIM OF TIE DECISION-
MAKING PROCESS

The overlapping authority of the several Department of Defenso
offices sharing responsibility for telecommunications has had a detri-
mental effect on the development of some systems which are needed
by the military departinents. An example of such a retardation in
development occurred with the Defense Satellito Communications
Systemn, -

The Director, DCA, testified that in May 1970, authorization was
obtained to procced with the DCA program for an operational satol-
lite communicutions system. Ho further testified LLnt. the system
known ag Phase II Defense Satollite Communications System (DSCS)
will not attain a full operational capability until ugout [deleted].
Since commercial systems achieved operational capability scveral

ears ago, thut schedule places the DSCS at an incredible distance

chind the commercial systeins. That delay is even more difficult to
understand in view of the Phase I R. & D_ satellito comnmunications
system that DCA has had under development for a number of years,
We recognize that the military system must satisfly requirements which
do not occur in commercinl systems, e.g., transportable ground ter-
minals which can be sot up in an unprepared location within a very
short time. Nonetheless, it appears that efficient, aggressive munnge-
ment, not only in DCA, but also in the Office of tho lgirecl.or, Defenso
Rescarch undy Engineering, would have permitted the program Lo
keep pace with commercinl developments.

When Deputy Secretary Packard was asked to explain why the
satellite communications program was so retarded, he said:

Well, I think the answer to that is that we just have a relatively clumsy deci-
sioniaking process in a great many arcas there. Frankly, I am very concerned that
we have alF gorts of programa that so many people will have to gel into Lthe decision-
nlmkilu(n]g, it takes us a yenr or two or longer to make as good a decision ns.we
should. .

L don’t know whether we can get an improvement in that process, but that is
just the difliculty. You seo that system imp,ngcs on all of the three services, on the
responsibilitics of the Joint Chiefs, and by the time you get everyhody reviewing
the thing, a lot of timo has gone by. 1 hope we can, b‘z getting an oflice that is

specializing in this business, I hope we can improve that dccisionmaking. I am
sure that is all it is.

The Deputy Secretary’s uncertainty that the Pentagon’s decision-
making process ean bo simplificd is not at all renssuring. The delay
which occurred in the satellite communications program should uot.bo
permitted to recur. The centralization of cominunications authority
in the Offico of the Assistant to the Seerotary of Defense for tele-
communications should result in a reduction of the time needed to
approve a communications system. This subcommittee is purliculnrlry
intorested in that problem since it will again bo faced in the TRI-
TAC and TRI-SAT nroerams of the Denartiment of Dofonca Rl of
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those programs, one for a unified approach to tactical communications
equipment, and the other for a unified tactical satellite communica-
fions system, involve all military departments, as well as scveral
Department of Defense oflices and agencies. If they should oxperienco
the snme delays in decisionmaking that the DSCS program did, they
will fall far short of Lthe target dates for their operational capability.

DEVELOPMENT OF COMMUNICATIONS SPECIALISTS

Modern military communications, and particularly those systems
comprising the DCS, utilizo complex electronic equipment. Becanse
of that comploxity, the development of an expertise in the ficld of
communications requires years of training and experience. Such
specinlized, technical experience, however, reccives little considera-
tion from military promotion boards when oflicers are evaluated for
promaotion, particularly to the flag or general ranks. Those boards
prefer officers possessing broad experience with emphasis on command
ol tactical units. For that reason officers who are interested in ad-
vancing their military carcers have been unable to devote the time
necessary for the development of a specilization in the communications
ficld. Although some communications specinlists have attained flag or
coeneral officer ranlk, they are thoe exception. As a result of those
womotion practices, fow of the flag and general officers who have
wen essigned Lo top management positions at DCA have had the
apporiunity to develop the proficiency in communications which is
necessary for the supervision of a communications system. Assistant
to the Secretwry of Defense deRosa, in discussing the paucity of
communications specinlists in the higher ranks, said:

I nin sometimes nmazed at the proficiency that I find on the part of a few general
officers in communications who have managed to refute the general rule that you
can’t get along in a apecinlized function such as communications and intelli-
gence. * * * There are isolated cases whero pcople have gone ahead; but, in

general, one tinds his best way of progressing is to be an all-around type of officer
rather than a specialized function.

Mr. deRosa suggested that the military departments should initiate
programs for the developinent of communications specialists in order
to satisfy their requirements for such oflicers. The subcommittee
adopts that excellent suggestion and adds the recommondation that
those career developmont programs for communications officers should
be established immedintely. In order that the military careers of offi-
cers who elect to specialize in communications will not be jeopardized,
tho military departmonts’ promotion boards must give equal weight
to such trnining and experience when evaluating officers at all pro-
motion levels. Tho development of such a specialist corps should
improve the military communication “structiire throughout. Such a
program would also insure that the flag and general oflicers assigned
to DCA would possess the proficiency required for effective manage-
ment of the DC‘S\.

INTRODUCTION OF CIVILIAN MANAGEMENT INTO DCA

DCA was organized along military lines and hus continued as a
military organization. Its charter provides that the director, vice
director and the deputy directors shall all be flag or general officers.
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The military structure has been adhered to because communications
have always been regarded as a prerogative of the military commander
-and must be maintained under his control. Whilo the organization of
DCA has worked reasonably well, thero are some inherent weakne -+
in placing a technical function such as communications under :*
management. The most prominent weakness noted in DCA
necd for more technical proficiency at the higher management

Tho preceding section of this report noted that the military (.

artments were not devcloping enough officers who were proficie:
in all aspects of communications. The absenco of such a speciali:y
corps has been most pronounced in the flag or general oflicer raul.
us few specialists attain those ranks primarily because of their specis ™
zalion. As a result of that selection process, many of the ofli
assigned to tho top management positions at DCA have not posse-:.
the technical proficiency which is essential for the effcetive and efficicr
management of a major communications system. While most +
those officers have had some communications experience, it hu-
largely been incidental to their military advancement, thus they
arc lacking in the expertiso which the position demands. AI”I(HI{,’?I
no causal relationship can be established, thore is a suspicion that
many of the unfortunate enginecring and procurement expericticos
of DCA might have been averted if Fimowlmlg(\.ul)la communicutior,
men had been managing the agency. It also.appears that, unl-
DCA can obtain a management which is communications orient:.
it is doomed to repeat its prior mistakes. Since a suflicient nmn!.
of flag and general oflicers with the communications proficien
necessary to satisfly tho needs of DCA are not currently available,
it is believed that some civilian communications experts should
be introduced into the management levels of DCA. That proposul
was supported by tho testimony of Deputy Sceretary of Defense
Packard and Assistant to the gccrctury'oly Defense for Telecom-
munications deRosn. The opinions of those men are particularly
valunble in this aren since both have had many years of experience
in the communications and electronics fields. - : ‘

According to the testimony of Mr. doRosn;'it has heen diflicult
for him to determino the communications proficiency of the incnm-
bents in the top positions at DCA. He stated that “their record
indicates n reasonable exposure to communications and it is diflicult
to determine their proficiency in the field from their record”. He
further stated that ho has recommended to Secrctary Packard the
assigiiment to DCA of - S
* % * nore civilian communicators in the tof)'.pos'itiona. ‘At the viece director
level, it would be quite valuable to have'n deputy who had made a carcer of
coinmunications as a civillan and who would maintain continuity over nman.
periods of time in the same way that the Deputy Dircctor for NSA does then

Mr. doRosa further recommended that he would prefer civilions »
yrogram managers and in tho deputy director positions ‘“‘requiring
Ligh technological inputs such as planning and systoms operalion”.
Deputy Sccretary Packard testified that he belioved that infusion of
some civilinn communications experts would improve the management
‘of DCA. Ho testifiod that he was studying the merits of altering the
DCA Charter to provide for naming a civilian, either ns Director or
Vice Dircctor, DCA. In discussing the merits of a civilian diveet
for DCA, Mr. Packard said:



This is n highly technical job, and we ought to have a good, capable person
in that nssigninent, who has training and experience in the business and cun stay
there long enough to really have an impact on it.

Tho military policy of frequent rotation of its personnel, reforred
lo by Deputy Secrotary Packard in that Statement has also worked
Lo the detriment of DCA. This was brought out during the testimony
of Mr. deRosa. In discussing the rotation of ‘communications program
Mmanagors, he pointed out that rotation interferes witl, acquiring pro-

ficiency. Ilo said:

I think onec of the wenknesses is the rotation system * * # yYou can’t rotate
from one aren to the other every three years and become proficient in any area.

Deputy Secrotary Packard also expressed some concern aboyt the
frequent rotation of specialists. Ho testified concerning his efforts to
overcome that problom, as follows:

We have got a commitinent from the service Secretarics and the service Chicfs
that they are going to make some changes in their personnel manangement pro-
grams to get better people into thesc prograins, to do a better job of training
and leave them in these nssigﬂ'mentq, Barticular_ly the specialty assigninents, long
enough so they can get an cflective job done,

Mr. deRosa also pointed out another practicoe which does not con.
tribute to improvement of the DCA manngement. He testified that
most of the oﬁiccrs assigned to DCA by one military department are
on their terminal assignmonts. He stated that two-thirds of that
department’s officers wero within 2 years of retircment and that
many of them were lacking in communicaljons experience. While that
practico might be beneficial to the officer in permitting him an oppor-
Lunity to contact prospective employors during his terminal assign-
ment, it cortninly is not boneficial to DCA. Sucl; assignment practices
must censo,

Introduction of some civilian communications experts into the top
management of DCA should have g salutary effect on the organiza-
tion. Ej"hey would provide the communications expertise, tlno?
which appenrs to have been g factor in some of the DCA engineering
problems. Moreover, they would provide contlinuity to the organiza-
tion, its plans and programs, since they would not be affected by
military rotation. This is not to suggest that DCA should be converted
into a civilian organization. We bcﬂove that it should rotain jts military
character with o militar director and military officers in those
»ositions which do net (l‘zamnnd technical roficiency. We believe,
llowever, that a civilian deputy director wouI:l be an invaluable asset
to the director, since he would Possess the experience essential to the
operation and future dovelopment of a communications systom ;
furthermore, since he would not be subject to transfer every 3 or 4
“years, he would be able to bridge the gaps between military directors
and could provide continuity to the organization. Similarl ; civilians
with the requisite tochnical roficiency slilould be introduced into those
deputy director positions w'hich require a technical background, e.g.
plans, operations. Finally, consideration should be given to the use of
quuliﬁe(l civilinns as DCA program managers. Such an introduction of
qualified civilians into munagement positions at DCA would work to
Lsncmlvnntngu of the agency In two ways—it would raise tho love! of
technieal proficiency of the system managers and it would provide
continunity to tho manangement since thoce tndiwd deenl. oy POV
P T 2 a *rR 9
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BURVIVABILITY OF THB DC8 N

The Dofense Communications System provides the principal long
lines of communication for supporting the military and political inter-
osts of the United States wherever they occur. The DCS interfae-
with military tactical communications to provide a communicatior
capability from the White House to the foxholo. Sinco the DCS
provides the principal means for worldwide longhaul communications
of the Department of Dofense, there is a requircment that it will be
capable of performing even whon subjected to enemy attack and after
it has sustained physical damage. In order to assure the existence of
that capability, the DCA periodically performs damage assessment or
survivability studies. Those studies are conducted with the aid of
computerized damage assessment models to determine the damn-.
each weapon causes at command and communicalion conlers a.
at various points in the communications system. -

Those studies analyze whethor a critical user, at his commninl
center, would ho.ve_.tKe capability of communicating with his sub-
ordinates at their field location during the course of -and after an

" encmy attack. An annual analysis is conducted and is supplemented

by special studics relating to specific military problems. Those studies
have been devoted almost exclusivel to an assessment of the impac!
of nuclear attacks. Mr. Joseph Krcek, Chief of Survivability Simulu

tion, DCA, testificd that only one study has been conductod of he

effects of conventional warfare upon the DCS. According to Mv.
Krock, that study was conducted about 5 years ago un(F has ne
beon updated. Io further testified that the survivability studics hav.
not addressed the impact of sabotage upon DCS facilities in continental
Unitod States or elsewhere. ‘

" The Department of Defense concern with the effects of a nuclear
attack cannot be criticized. The impact of a nuclear attack, however,
should not be permitted to obscuro the effects that limited warfare
or sabotage would have upon the system. Both those conditions nre
distinct possibilities, and some realistic assessment of their effects 15
essentinl if survivability studies are to serve any uscful purpose.
Testimony indicated that the various studies of the cffects o’ nuclear
attack have not produced any significant data changes. Since repeated
studies of the el}ccts of nuclear attack are not furnishing much new
information, it appoars that other attack scenarios shmﬁ(l be simu-
lated in order to ascertain their effects. Prudent management of
Departinent of Defonse communications dictates that future studics
should be devoted Lo ascertaining the survivability of the system in
situations of limited warfare, sabotage and all other probable scenarios
which would result in damago to the systein.

The simulated studies, which have been conducted, indicato there
would be tremendous degradation of the DCS in the event of o
nuclear attack. For example, ono study conducted several years neo
demonstrated that tho effectiveness of the two principal DCS .
svstems—A UTOVON, the Automatic Voice Network, anid AV
DIN, tho Automatic Digital Notwork, would both be greatly v
That study indicated that AUTODIN would have jdelet. 1]
ability. At [deleted] minutes after an attack, it would be redw
[deleted] of its effectiveness in continental United States and v
LY LU T4 R SRR I B PP oo add 1o halnt o ) ll”l\l“;' [AAANAR '
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Lurope. Tho United States and Pacific systems would suffer further
degradation at later times so that, for all practical purposes, the system
would only be cu’mblé of transmitting a small percentage of its normal
volume. The AUTOVON system would be somewhat mote survivable.
At [deleted] minutes after attack in continental United States, it
would be reduced to [deleted] percent of its eflectiveness, while in
Jourope and the Pacific areas, it would be reduced to [deleted] percent
of its elfectiveness. While the United States and Iuropean systems
would continue nt about the same rate of effeotiveness, the Pacific sys-
tem would suffer further degradation at u later period. That same study
reflected that high frequency radio would be blacked out almost
completely for [(Tcletcd] hours after an attack, but that after the
-I)lucLout, it would be restored to ubout [deleted] percent effective-
ness. Those studies assumed that theére had been no targeting of
communications facilities, but that thiey had suffored only incidental
damage. If the facilities themselves were targeted, the loss of service
would be much more severe. The inescapable conclusion of the studies
nppears to be that the DCS was designed for pencetime rather than
wartime operation. -

Sinco the AUTOVON and AUTODIN subsystoms constitute the
backbone of the DCS, their reduction to thetextent indicated by the
DCA studies would have a severe iinpact upon the total Department
of Defense communications capability. That impact would be most
serious with respect to communications from national command
authoritics to the unified commands in Europe and the Pacific. Since
both those systems utilize sophisticated electronic switches, restoration
of optimum service would probably require considerable time, if it
could be accomplished under wartimo conditions.’ Consequently, some
alternnte transinission method would have to be utilized if national
command authorities were to exert any influence in a continuing com-
but situation. In view of the tremendous reduction in the transoceanic
enpuhility of the DCS resulting from n nuclear attack, it appewrs that
ndequate high-frequency radio systems should be maintained in a
standby capacity by DCS to fill the void left by reduction of the voice
nud digital notworks. Admittedly, the limited speed of transmission
of high frequeney radio restricts its general use in normal DCS opera-
tion. Its demonstrated survivability, however, makes it an extremely

vilunblo- standby asset which should be muintained in a state of

readiness in both transportable and fixed configurations.

PROMLEMS. IN SECURE VOICE COMX\IUNICATiONB

‘I'wo of the military witnesses who testified before the subcommitteo
declared that the ereatest deficiency in existing defense communica-
tions is the lack of un effective secure voico systom. Their criticisin
was not directed at the security of the systems. 1t was tho voice
quality of the AUTOSEVOCOM, the DCA Worldwide Secure Voice
System, and the various tactical secure voice systems which was
pointed out as the deficiency. The synthesized reconstructed voice
was described ns having a “Donald Duck” quality, which makes
identification of the speaker very difficult. The problem was de-
scribed by DBrig. Gen. Lee Paschall, Deputy Director, Command,

Control and Communications, U.S. Air Force, as follows:

oo Vv e T et e veh e anvihine We inst don’t know how to do
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asscsament of the problem here ls, principally, we nced some sort of techinological
advance that will cnable us to do this. I wouldn't limit it to tho strategic system or
to the tactical system. We all face the same kind of problem.

In subsequent testimony, General Klocko agreed that sccure voice
was the most critical deficiency in present defense communications. He
further testified that secure voice is an expensive technique. His
testimony was, corroborated by cost figures su plied by Department
of Defense. Those figures reflect/that the AUTOSEVOCOM costs were
approximately , $48,000 investment cost, .and approximately $8,000
annual operafing cost, per subscriber. C

Despile its substantial costs, the performance of the AUTO-
SEVOCOM subsystem has been poor. Testimony before the Sub-
committeo reflected that only about [deleted] of the calls attempted
are completed. That poor completion rate is even. morc serious than
it appears, since AUTOSEVOCOM is limited to n relatively simall
number of subscribers among the command ochelons. IFurther testi-
mony reflocted that the preliminaries to an AUTOSEVOCOM call
consume considerable time. When General Klocko was interrognte:d
concorning & 40-minuto delay in placing a secure voice call from
Commander, Nuval Forcoes Japan, to 5th Air Force at the time of the
Pucblo soizuro, ho stated:

But I would go back to the AUTOSEVOCONMI, [3 linca deleted]. And fio:
you described there, I would say this was a matter of sctling up a sccury
transmission and not of authenticating it.

The téchnological problem was identified by General Paschall ns .
casy method of converting from analog (voice) to digital (data) and
roconverting to analog so that speech does not have to be synthesized
through a device cal cd a vocoder. 1le further testified that, unl:
thero 18 somo t.echnploFical breakthrough, an exponsive program v -
probably bo required for solution of the problem. Mr. deRosa ~
sequontly testified that, in his estimate; no - technological brea
through was imminent, and that he believed that funding for resear i
and development in tho field of secure voice should be doubled.

|7 lines deloted] T

Thoe subcommitteo hoarings cloarly domonstrated the need for
improvement of the existing secure voice equipmeonts. In view of the
urgency oxpressed by wilnesses, the improvement of that equipment
should” be accorded a very hi b priority in Departmont of Defer
communications programs. 'l%le testimony . concerning - the reer

rogress in the (}ovelopment of new equipment was cncourngir

Towever, until that equipment can be deployed, the sccure vei
problem will -continue. 'I‘Ro Assistant to t[;o Sccrotary of Dele
" (Telecommmunications) should initiate an examination ol the effort ..
oll military departments and agencies in this ficld. His examination
should determine. whether -the oquipment under devolopment will
satisfy tho-military requiremonts and, if so, how soon it can be de-
ployed. He should also dotormine whothet the eurrent funding for
resoarch and dovelopment in the secure yolice.l\ron is adequate.

o o R ! Cr ' “ St
PROGRAM FOR CRITICOMM-AUTODIN INTEGRATION

The Critical Intelligence Communications System (CRITICOM?:
is n dedicated network operatod [deleted] for the transmission ol
S irenea communications. In addition to its general use, CRITI



COMNM was designed with features which assure the rapid transmis-
sion to National Command Authorities of messages of critical impor-
tance. At the present time [deleted] minutes is the maximum time
permitted for the transmission of such information to the decision-
making authorities. Testimony reflected that messages designated for
this special handling have been transmitted in an averago of 4 to 6
minutes over the past several years. Testimony, concerning the trans-
mission of threo Critic messages connected with the attack on U.S.S.
Pueblo, reflected that those communications had been received at the
National Military Command Center within 4, 6, and 7 minutes of
their transmission. . ‘

The CRITICOMM network performed satisfactorily from the time
of its inception. It became apparent in the early 60’s, however, that
the rapidly increasing traflic volume demanded automation of the
principal relay points if the system were to continue its efficient
transmission. Another defense intolligence communications network,
the Special Intelligence Communications System (SPINTCOMM),
wusn{so in nced of nutomation at the same time. A plan was devised
by the Departiment of Defense to interface CRITICOMM with
SPINTCOMNM to permit them to operate in an automatic mode at
the switching points, and ultimately, to combine themn into the
Defense Spocial Security Communications System (DSSCS). Defense
Communications Agency piepared a plan for the development of
DSSCS. That plan provided a four-phase program with-installation
of the nutomatic switches to ‘occur during' the third phase. In Sep-
tember 1969 tho contract for procurement of the automatic switches
was terminated after considerable difliculty had been encountered
during their manufacture (see pp. 27-28 for a description of those -
difliculties). R :

When it had become apparent that the switch being procured would
not meet the operational requirements of the CRITICOMM System,
both Nationnl Security Agency and Defense Communications Xgency
sought alternative mothods ¥or satisfying the nced for automatic
switching. NSA proposed the use of a dovice it utilized at its head-
quarters, known as an Internal Data Distribution Facility (IDDF), as
o switching devico at the nodal points of the systom. The Director,
Deofonso Rescarch and Engineering and the Defense Communications
Agoncy proposed that the A‘}TODIN subsystem be modified
in ordor to permit it to transmit the CRI'TICOMM traflic. The altor-
natoe proposals were cxamined by the staff of DCA, which rejected
tho IDDF proposal on the basis of cost effectiveness. According to
Gonoral Klocko, the DCA study concluded that installation of the .
IDDF switch would require an incroase of [deleted] operating per- .
sonnel, whereas the AUTODIN modification would permit the use of
existing equipment without any significant increase in operating
personnol. Consequently, a program was initiated to modify the
AUTODIN system to enable it to meet the requirements of NSA.

That program, according to testimony reccived by the Subcommit-
tee, will cost $24.5 million. It is presontly in the concoptual stage and
will soon arrive at tho point where modified equipment will be pro-
cured for the test program. Testimony further reflocted that the test
program will begin in the latter part of fiscal year 1972 and that, if
tho tests satisfly the NSA requirements, the modification of the
AUTODIN systom will be completed by 1973. '

Lo
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The subcommitico witnesses testified that  the  nresent
CRITICOMM system will be maintained during the test progham,
and that it will not be replaced unless AUTODIN can satisly the
NSA rcrluirements. Deputy Secretary Packurd testified he was con-

that the AUTODIN systemn had the enpability of satisf ving.
NSA requirements, provided that certain problems could be worke:d
out. He stated, however, that his authorization of the program wir
cont'ingen‘: upon a demonstration that AUTODIN, as modified, couli!
do the job. ‘ : :

Over a period of several years, the CRITICOMM system has

roven its value by rapid transmission of -vital national security
information to the appropriate command authorities. In view of the
sresent international tensions, which give no indication of subsiding,
it appears that the requirement for such a rapid transmission system
will continue in the foreseeable future. In order to satisly that require-
ment, it is imperative that the CRITICOMM system be maibtaine.|
until an adequate replacement has been thorouFlhly tested. Accord-
ingly, we believe that no action to phase out CRITICOMNMI should be .
initinted until the tests of the modified AUTODIN system conchi-
sively demonstrate that AUTODIN will gt least equal the trahsmission
speeds of CRITICOMM. If those tests demonstrate that AUTODIN
cannot satisfy those requirements, then a new alternative should be
sought. Meanwhile, however, CRITICOMM should be muintained.

. SUMMARY OBSERVATiQNS

President ‘Nixon eloquently portrayed the critical role of commu-
nications in our national defense when he said, “When a war can be
decided in 20 minutes, the Nation that is behind will have no chance
to catch up.” In order to be equul to their task in such a war, com-
munications must have the capability of transmitling intelligence
into the National Military Command Center and, conversely trans-
mitting command and control decisions from that center Lo forces in
the ﬁeEl within a very few minutes. This subcommittee’s examination
of the responsiveness of communications during tho Liberty, Pucblo,
and TC-121 incidents, raised a question whether the Departiment of
Defense Communications Systems, generally, and the Defense Com-
munications System, in particular, would be equal Lo that task, In
those incidents, the performance of the Defense Cominunications
System fell far short 0‘ mceting that standard. Soveral witnesses have
tostified that improved equipmnent, installed since those incident-
should result in better performance todny. But despito the cantin
prograins for improvement of communications hardware, thes
not appear to have been a commensurate improvement in the pey-
ance of the Defense Communications System, as cvi(lcucc(, by the
failure to reduco in—station' l)roccssing time, and the failure to improve

completion rates for AU OVON and AUTOSEVOCOM. Further-

‘more, no assurance could beo obtained that the DCS would prove

moro efficient if faced with a similar crisis_today. That point w:
brought out during the interrogation of the Director, DCA:
Mr. Hacr. The clincher is to ask the General one question: Given anotls

gcenario like the Liberly, are you confident in your own mind that now we wounls
have the neccssary communications to promptly and elfectively complete the

command decision

oy
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General Krocxko. -No, sir, I couldn’t guarantee that.
_ Mr. Hatv.. Then we are in a hell of & mess, Mr. Chairman.

It is imperative that action be initiated immediately to improve the
performance of the DCS and all Department of Defense communica-
tions, so that we can be assured that those: systems will effectively
convey command decisions to the field, and will be capable of notifying
national command authorities of crisis situations in real time. If com-
munications systems are not capeble of such performance, they are
worthless as an aid to command and control.

Qur study revealed that the deficiencies in Department of Defense
communications were the result of mismanagement rather than from
any lack of, or obsolescence of, equipment. The systems of the Depart-
ment utilize the latest developments in communications techno 0gy..
Similarly, its research and davelopment programs continue to seek
better solutions to the peculiar proglems of military communications.
The heart of the problem is in the management of communications at
all levels of the Department. Until very recently, little effort had been
made to install any effective management over the diverse elements of
the Department’s communications program.-It appears that the first
essential step toward improvement has been taken in the unification
of Department of Defense communications responsibility in the office
of the Assistant to the Secretary of Defense (Telecommunications).
That new office, however, must be strongly supported by the Secre-
tary, if its efforts to establish control of Igepa.rtment of Defense com-
munications are to be effcctive. Moreover, the staff of that offce must
pursue the reorganization:of Defense communications aggressively
and with the sense of urgency that it demands, e ,

Of equal importance is the need for a concerted effort to improve
the performance of the Defense Communications System. In order to
obtain that improvement, the management of the DCS must be reor-
ganized and greatly strengthened. 'Ighe DCS must be considered as a
system, and a single manager authorized to direct jts operation and

maintenance from end to:end. Such a step is essential if its perform--

ance is to be significantly improved. The system must also be provided
with management personnel possessing the proficiency in communica-
tions necessary for the effective, efficient and economic operation of a
worldwide system. Obtaining such a management proficiency is essen-
tial if the myriad of problems, which have plagued the Defense Com-
munications System throughout its first dec e, are to be overcome.

Having equipped its armed forces with the finest communications
equipment, at a cost of undetermined billions, this Nation has a right

to-demand efficient management and operation of that equipment. It

also has a right to demand faultless performance of all Defense coms:
munications during periods of crisis. The Depeartment of Defenso must.

ensure that those demands are satisfied. -
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